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shadowsocks server port:
shadowsocks local port:
shadowsocks tunnel port:
shadowsocks password:
shadowsocks method:

root login password:

WIFI password:
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killgfw
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o HI#EIOpenWrt shadowsocks®HG & 4;:

o TR HAREserver IP:

# Modify 1.0.9.8 to your server IP address

vi /etc/shadowsocks.json

# Modify 1.0.9.8 to your server IP address

vi /usr/bin/shadowsocks-firewall

/etc/init.d/shadowsocks restart

o UL EMIMRIEIT G, i HE shadowsocks password,
#8root password
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— Installing OpenWRT from factory

e openwrt—ar7lxx—generic—tl-wr2b43n-vl-squashfs-—

sysupgrade. bin — Upgrading an existing OpenWRT install
—EEEE:

o 7EJR) [FEE _ERlOpenWrt, M4 factory . bin3C
1.
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@ »
OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.69 0.30 0.11

No password set!

There is no password set on this router. Please configure a root password to protect the web interface and enable SSH.
Go to password configuration...

Authorization Required

Please enter your username and password.

Usermname

aroot

Password

@Reset ©Login

R 42 fEroot, BRNE Y E 2. & Login EHEH K.


http://192.168.1.1/

X - 11 OpenWr t # 5 | W i B 2

=

LT S g sk s e, Al ARE ST




miOpenWrt WANIX B

¥ FTHI Network, fF Interface®, WANA A, 1%E#FEEdit. WANAH
ADSL  modermtHi%, wEIRK'T W B IR & LEWANTG A JELAN.

OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.00 0.01 0.05 | Auto Refresh:

Status

Interfaces  Wifi Switch DHCPand DNS  Hostnames  Static Routes  Firewall Diagnostics

No password set!
There is no password set on this router. Please configure a root password to protect the web interface and enable S5H.

Go to password configuration...

Interfaces

""" Interface Overview

MNetwork Status Actions
LAN Uptime: Oh 22m 0Os
MAC-Address: 14:E6:E4:3C:E5:4B .
@7 (2" %)  RX: 246.00 KB (3210 Pkts.) ,€0nnec o Stop @ Ed|t -"—DE[(
br-lan TX: 301.39 KB (2339 Pkts.)
IPv4: 192.168.1.1/24
WAN Uptime: Oh Om Os @
MAC-Address: 14:E6:E4:3C:E5:4B z
= RX: 7.30 KB (44 Pkts.) '€Onnec = Stop = Edlt x—DElt
EthD.2 TX: 172.92 KB (440 Pkts.)

1Add new interface...



Bt B OpenWrtik 5 %G

#HEfE, L Protocol THAMER, EBFIRS EREIEML, 5k
B PPPoE, Fiiith FHEM Switch Protocol ¥t .

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of
several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: eth@.1).

-~ Common Configuration

General Setup

Slatus __ Uptime: Oh Om 0s
: MAC-Address: 14:E6:E4:3C.E5:4B
etho.2 RX: 9.96 KB (60 Pkts.)
TX: 231.08 KB (588 Pkts.)
Protocol

PPPoE (L)
Really switch protocol? @ Switch p rOtOCOl@

@Reset “Save ©Save & App



OpenWrtik 5 M P 2 &1L E

1. PAP/CHAP username: ¥k5 EMH 4
2. PAP/CHAP password: &5 250D
3. miii Save & Apply RAFIFHNHKE

------ Common Configuration

General Setup

Status RX: 0.00 B (0 Pkts.)

pppoe-wan TX: 0.00 B {D PktS.}

o PPPoE

PAP/CHAP usemame .
admin

PAP/CHAP password @
X I X XX Y]
i

==

Access Concentrator

auto

1@ Leave empty to autodetect

Service Name

auto

@ Leave empty to autodetect

3
@Reset “Save ©@Save & Apply

X, ERLANFHR S Z g n L EMN T, HIERIEEEAT.
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1%E$E Network, Wifi, Edit
sctus [ systom | networic (I coso.: [

Interfacesr-‘llﬂ Switch DHCP and DNS  Hostnames  Static Routes  Firewall Diagnostics
|
AL

No passMsetl
There is no password set on this router Please configure a root password to protect the web interface and en

Go to password configuration...

Wireless Overview

¥ Generic MAC80211 802.11abgn (radio0) d Scan o

@ SSID: OpenWrt | Mode: Unknown r-g,JEna bl.E ﬁdit RE
2

o Wireless is disabled or not associated




FiiEnablef#dl, XKLL K& CLE
A LA EWifi

Wireless Network: Unknown "OpenWrt"” (radio0.network1)

The Device Configuration section covers physical settings of the radio hardware such
channel, transmit power or antenna selection which is shared among all defined wirel
networks (if the radio hardware is multi-55ID capable). Per network settings like enc
operation mode are grouped in the Inferface Configuration.

- Device Configuration

General Setup
Status @ SSID: OpenWrt | Mode: Unknown
ow, Wirefess is disabled or not associated

Wireless network is disabled

“Enable
11 (2.462 GHz)

FRINESSIDA A2 OpenWrt, A # S, AREEE T BRI E A .



OpenWrt WifiZ%igik B

HEESSIDEL K eastking—wr2543, SR )5 :

e MiiWireless Securityi#f NOpenWrt L4 %41k &
e EncryptionfiiZs 7z, WPA2-PSK

o Key %1, killgfw

e Save & Apply MRAFIFNMNHIRE

ransit Power 27 dBm (501 mW)

& dBm

""" Interface Configuration "'i"

Freveter WPA2-PSK (2)

Cipher

auto

@Reset ©@Save ©Save & Apply

XN, A ok v es AR al LLE R OpenWr i (1 #% £/ T .



OpenWrtE A M ST XL EE

PRFERNESR, MR ETA DA EEAERE No password set!) —H
RN DADBARBE, OpenWrt YFRi%—ANEE BSR4 RH B
KERG W !

1. midim FHiSystem#E N RGIKE

2. FiithAdministrationi# N & F ik E
3. ZfdPassword: fangiang

4. iNZ S Confirmation: fangiang

OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.00 0.01 0.06

Status e Network

System | Administrati Software  Startup  Scheduled Tasks LED Configuration B
- |

F4
Mo password set! U
There is no password set on this router. Please configure a root password to protect the web i

Go to password configuration...

Router Password

Changes the administrator password for accessing the device

Password @
(I XX RN N
o]

(=)

Confirmation
( ITT YT TX ]

#=
=

5. HAhkE: PFHA: Gateway ports, ik Allow remote
hosts to connect to local SSH forwarded ports (RXVFifE
FAUEFEARSSHEL Kb 1), XFERATE AT LA SSHag 247 1977 X
EHMHAS. &Jasdifh A Save & ApplyfRAFIFN HBE .






X 5T 5T TH EAE B OpenWrt i B

AR LA TL EMEIER 7o MizBIA K OpenWrt IKE &7 — T,
K IATIE A P i0penWrt, AR —DNEER R, AHEw EA T
W, AT A&, Al LERIE IR A .

EFESystemRFE R E

#£#EBackup / Flash Firmware# 43k &5 &4
ActionszlfE

GenerateE ji gt SCAF I PR AF 2 LN

MR LURIRER R %4y, s diBrowse. .. ¥ ik
B R I SCIE R IK R



OpenWrt | OpenWrt Attitude Adjustment 12.09 | Load: 0.05 0.05 0.05

Status

Systern  Administration  Software  Startup  Scheduled Tasks  LED Configuration Backl.@ash Firmware

Flash agperations

Acti gg)

-~ Backup / Restore

Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, clic
"Perform reset” (only possible with squashfs images).

Jonmens e @ Generate archi\.urgzD

Reset to defaults:

@ Perform reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup:

Browse >~ No file selected.
@ Upload archive...




R1EF ZOpenWrt [

/~

BT LuCIM T

RATIAE O R A TP-Link WR2543NMI_E 7 OpenWrt &4, 3 H AT LLIEH
ERT . R EA i OpenWrt [l 14f, MizEAMWe?

AP BART T

e LuCI webFt1H 2K
o SSHAF AT & R i th 2% F+ 2%

AT webFHHITHRE TR TTIE



T #OpenWrt A 2% F [FH 14

sysupgrade. bin

%A T WR254 3N i 28 1 A2 [ A, FE A WA SC % s
sysupgradeZFf,

B2 OpenWrt WikiAHE TP-Link TL-WR2543ND

A openwrt—-ar71lxx—generic—tl-wr2543n-vl-squashfs—
sysupgrade. bin %K.

H S AN A A% O IR TS BT 22 25 1. . . factory. bin—F¢, FRATRZ
SRS H B, s AR R T,


http://wiki.openwrt.org/toh/tp-link/tl-wr2543nd
http://downloads.openwrt.org/attitude_adjustment/12.09/ar71xx/generic/openwrt-ar71xx-generic-tl-wr2543-v1-squashfs-sysupgrade.bin

-~

R SC PRI B 5 35 A T3 %

OpenWrt B% H 2%

iF

W DN~

IR K OpenWrt [F] 14

System %54t

Backup / Flash Firmware#&{7 8l &4

Flash new firmware, Browse...EEFRATNIT 2T A [E 4
Flash image. .. il &1

VE: WRKeep settingsfrRIFa)ik, FAKEMHGE, FERMBEERS



R, AHEHBERS EMSH

Status
System  Admin' jion  Software Startup  Scheduled Tasks LED Configuration = Backup lash Firmware | Reboot

Flash operations

Actions

""" Backup / Restore
Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform rec

images).

Download backup: @ Ge nera te ar(:hive

Reset to defaults: @ Pe rform reset

To restore configuration files, you can upload a previously generated backup archive here.

restore becker Browse... No file selected.
@Upload archive...

""" Flash new firmware image
Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (req
image).

Keep settings: &

s &
mage: ‘Browse. openwrt-ar71xx:

o Flash image.




B3 A OpenWrt Z4&PRE
(WR2543NK 1)

AW, BT REFRAFRIR, Toikit ALuCT W 0 5 i B 2 [ 1F,
X e B N 2 AR T

AFRE s, FEANREEAXRTVETREA 2R, ASCRIER T
TP-LINK WR2543N.,

eSS DiOpenWrt B F . BEGR N 2R ACRIKE X E ,
f&OpenWrt & FFH—Mhrd.

NG, WAL ERER A, FrbAIRNTER L& i 7 08 %
OpenWrt. OpenWrtERIAITPHINE 192, 168. 1.1, FRATE R E BN G £k
EE I IPHEHE SR T-192. 168. 1. x, H A xE2E 25587

WR2543NJC £k H 2 2k A\ OpenWr t 22 A5 2 1) 7V -
Lo FH R Z TG o e A R I R R, W L I R R (R TP At b

PAUbuntuw A, sy SmA EAEREAS, EH Edit
Connections, fFi%Ft Etherneti®#, sy EBdit %4, 1E5
HEE ik TPv4 Settings, MethodiEFéManual, Addresst:
mirAdd, WEMH:

o Address: 192.168. 1.90
o Netmask: 255.25b5.255.0
o Gateway: 192.168.1.1



. fEUbuntuiz{Tir 2 :

sudo tcpdump -Ani eth® port 4919 and udp

. HA BRI, AWR2543NBI UL TR AT WI— T a5 N KRINS, 37 BI4% 9%
HH #5155 [ Fwps 2 EH 31k

. Ubuntufiy 247 F- ] H 30 -

Please press button now to enter failsafe



donald@Software-Download:/$ sudo tcpdump -Ani eth® port 4919 and udp
cpdump: verbose output suppressed, use -v or -vv for full protocol decode
istening on eth®, link-type EN1OMB (Ethernet), capture size 65535 bytes
P0:08:41.122133 IP 192.168.1.1.46561 > 192.168.1.255.4919: UDP, length 1001

Ubuntufis 247 HAT (B I B] PAATE tepdump ELf telnet) .

telnet 192.168.1.1



XIS U5k T OpenWirt, 40 K &

donald@Software-Download:/$ telnet 192.168.1.1
Trying 192.168.1.1...

Connected to 192.168.1.1.

Escape character is '*]'.

=== IMPORTANT
Use 'passwd' to set your login password
this will disable telnet and enable SSH

github.com/softwaredownload/openwrt-fanqiang

BusyBox v1.19.4 (2013-03-14 11:28:31 UTC) built-in shell (ash)
Enter 'help' for a list of built-in commands.

Vodka Pour all ingredients into mixing
Gin tin with ice, strain into glass.
Amaretto
Triple sec

1/4 Peach schnapps

1/4 oz Sour mix

1 splash Cranberry juice

BB F0penlrt SSHE %25 H, ;

passwd
#HINEGS fangiang

R



passwd: /etc/passwd: Read-only file system
passwd: can't update passwd file /etc/passwd

Fjﬁﬁdﬁ]\ mount_root EE%ﬁDaSSWdﬁE%ﬁfiﬁ%ﬁgo ﬁD_Flzgl:

root@(none): /# passwd

Changing password for root

New password:

Retype password:

passwd: /[etc/passwd: Read-only file system
passwd: can't update password file /etc/passwd
root@(none):/# mount_root

switching to jffs2

root@(none): /# passwd

Changing password for root

New password:

Retype password:

Password for root changed by root
root@(none): /# I

telnet B8 @R, AILUHviar B HKE.

TX I SR AR K P FH 0 B 28 5 5 192, 168. 1. LI N B SR I 1916, 7l g
W

B A, B EARBUEIE T SRR N, BRI, AR CATEL
ok 192.168. L VEHLS . —DIREIEH



OpenWrt sysupgrade #8217 B I

| 44 ) B BT hig

FHFRATEAS A sysupgrade BT [E 44 2l snapshot 58T bt .

TERRNE, trunk@EHHERIThEE, FTREAEEE, BIFLXR B 2k
H,

FEN NG 28 BB S 192, 168, 1. 1 #EAT M2 LLA TR F 1 o A R FRAT]
B MM B AT RINL . AT 7 K.



SSHE 3% B% HH 7%

fEUbuntul, #%ZCtrl+Alt+T#]FFar&4T %K im, HiA:

ssh root@192.168.1.1

BN, A

donald@Software-Download: ~

donald@Software-Download:~$ ssh root@192.168.1.1

root@192.168.1.1"'s password:




i ANOpenWrt /tmp H 3%

cd /tmp



& OpenWrt % HH 2%
17

df -h

iy,

HREBHIN

i

AILAVE W,  /tmp dF29. 5MBR AR 6], A B ESMBA S, A2

N

root@penWrt:~# cd /tmp

root@penWrt: /tmp# df -h

Filesystem Size Used Available Use% Mounted on
rootfs LAM 284.0K 4.8 5% /
/dev/root .OM 2.0M 0 100% /rom

.AM 608.0K 29.5M 2% /tmp

0K 0 512.0K 0% /dev
/dev/mtdblock3 1M 284.0K 4.8M 5% Joverlay
overlayfs: /overlay 1M 284.0K 4.8M 5% /[




T #EOpenWrt & F trunk i 2= [&] 14

1. {EUbuntuf J| YE 2847 I
http://downloads. openwrt. org/snapshots/trunk/

2. TP-LINK WR2543Nif HH#s H)its Fr 88 Rar71xx, WA ar7lxx H
KN ByEE, BEZSSO R T AR, AR B
IR AT HE AR AT

openwrt.org

Index of /snapshots/trunk/

ot

adms128/ 16-Jul-2814 62:25
adm8668/ 22-May-2014 15:58
arif 18-Jul-2014 22:06
ar7log 89-Jul-2014 21:10
ardlxx. mikrotiky 18-Jul-2014 68:19
ar?lyy nand/ 18- Tl -20714 AT-3I8

3. TP-LINK WR2543%% H 28 [{Flash2é% )y generic, T 2HANT
http://downloads. openwrt. org/snapshots/trunk/ar71xx/gener
ic/

4. FZCtrI+FEHRE OB HS NS iR AR 2 wr2b43, H
P FEAT, TR RIZ sysupgrade. bin (. % mi iz
B, 5% N, FFireFox B /& Copy Link Location® %%
EE 111

5. [EIR|Ubuntumy 4740, PFEEMER] /tmp H3g. TP-LINK
wr2543 45 HH 2% /& X FEHY :


http://downloads.openwrt.org/snapshots/trunk/
http://downloads.openwrt.org/snapshots/trunk/ar71xx/
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/

root@OpenWrt: /tmp# wget
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/openwrt

ar71lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin



md5R%, AR T BHIE 1%

root@OopenWrt: /tmp# wget
http://downloads.openwrt.org/snapshots/trunk/ar71lxx/generic/md5sums
root@OpenWrt:/tmp# md5sum -c md5sums 2> /dev/null | grep OK

openwrt-ar7ilxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin: OK

Y 25 20K, T FA [ 1R A2 e B



OpenWrt sysupgradefis & 2%
OpenWrt [& 14

root@openWrt:/tmp# sysupgrade -v openwrt-ar71lxx-generic-tl-
wr2543-v1-squashfs-sysupgrade.bin

Upgrade completed

Rebooting system...

L2200 8, EEEHAREE T, MBRBERES, SRWAELMIEL
PEBIE RS« (HMYEA$192. 168. 1. 1EiEE 3, Bl NsnapshotshR A [H 1
AW LuCTIN U LR . A HAF, vl LA B th 3 A ig =
], AT LA ] — R 24T B OpenWr t % 1 28

2%

e generic. sysupgrade
e sysupgrade source code

e sysupgrade doc


http://wiki.openwrt.org/doc/howto/generic.sysupgrade
https://dev.openwrt.org/browser/trunk/package/base-files/files/sbin/sysupgrade
http://wiki.openwrt.org/doc/techref/sysupgrade

W4T uci® B OpenWrt EMNZ=
2

AR A LLER A ETEE, AT Clssh B a8, BEIE1EK
HH#311/ tmp H Skwget T #8508 B B 44 FF sy supgradetin & 247 [ 14+
2% .

AEME, MESITIE LM, XEHME, B LR E N BN A, T
[ 1 52 ) 2 2% B 2%, sysupgrade 2 B ix B HAR Z 4L

REReH A A2 2B, IfsshBE g hds, — VAR 7 &



Ubuntu FZk0penWrt for TP-LINK
wr2543N trunkhii [#E 44

cd ~/Downloads
wget

http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/openwrt-
ar71xx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin



scp B il [ 14 2|OpenWrt 2§ HHA§ /tmp
H %

scp openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-sysupgrade.bin
root@192.168.1.1:/tmp/



ssh’& 3 0penWrt &%

ssh root@192.168.1.1
cd /tmp




sysupgrade 2% [l 14 FHBUTE & B8 JR R
fic B A4

R, MRk B, WA LuCIM A A LA E, 2L by
AT BB BN S

GARAE NI R sRaR T, A AT A TE R e i e A B, it L REAE
o LN B A LaCTRY [, scp Bl [ 14 21 d e T+ [, 285 LK
7B E B

FERTIX— DA, MR IRBGRE 42 AR 0 2

root@openWrt:/tmp# sysupgrade -n openwrt-ar7lxx-generic-tl-wr2543-v1-

squashfs-sysupgrade.bin

ZH o0 RORTFERES AR BRI E SO [ S 2 3 8 &
A, X T SCEFR P B VESE N OpenWrt 22 82, B 2%
FFEH I B root %,

NHEERBR O E R TR IR T root EY,



OpenWrt ucim&1TIXEIRT LM

root@OpenWrt: uci set network.wan.proto='pppoe’
root@OpenWrt: uci set network.wan.username='wan-username'
root@OpenWrt: uci set network.wan.password='wan-password’

root@OpenWrt: uci set network.wan.peerdns=0

wan—username & # AR H Wk 5 LI F 44, wan-password & # %
R E SR,



OpenWrt ucify&1TIXE L L.

root@OpenWrt: uci set wireless.@wifi-device[@].channel=11

root@OpenWrt: uci set wireless.@wifi-device[@].txpower=17

root@OpenWrt: uci set wireless.@wifi-device[@].disabled=0

root@OpenWrt: uci set wireless.@wifi-device[@].country="'CN’

root@OpenWrt: uci set wireless.@wifi-iface[@].mode="ap"’

root@OpenWrt: uci set wireless.@wifi-iface[@].ssid="'eastking-
tlwr2543"

root@OpenWrt: uci set wireless.@wifi-iface[@].encryption="'psk2’

root@OpenWrt: uci set wireless.@wifi-iface[0].key="'icanfly9876'

ucii B 1B :

channel {18

txpower IhE

disabled &15/EH 4k, 0FXx~EH

ssid &8, HEFFEMCIEHSM T4 R, KPR Z A AR
AR -

encryption JNZ 5=

key TLZLEMS, WRIRE XIS EAND), ARSI ]
PAE http://www. github. com/softwaredownload/openwrt-
fangiang KEH .


http://www.github.com/softwaredownload/openwrt-fanqiang

Ay

e S B B X

root@0openhrt:
root@0openhrt:
root@0openhrt:

LAE -

£

sshif) 7 &G xR B

uci set dropbear.@dropbear[0].GatewayPorts="'on'
uci set system.@system[@].zonename='Asia/Shanghai’

uci set system.@system[@].timezone='CST-8'




ssh&3x0penWrttHRFmHKiXE (URA]
Be & B B A 21)

root@OpenWrt: uci set dropbear.@dropbear[0].Port=22
root@OopenWrt: uci set dropbear.@dropbear[@].PasswordAuth=off
root@OopenWrt: uci set dropbear.@dropbear[0@].RootPasswordAuth=off

Wl (METARELBD -

o Port sshBERIAG K Ei 222, i) PASOs HAh i 42 vy 22 4

o PasswordAuth sshZf5 8 HHHES . WRIRLE Kol f, XEAH K
B T sshAVHI Z 3503 LuCT, 1R¥ eikssh i X x ey, ME—
R Ipigah e 2 e ARG S BT IR B

e RootPasswordAuth &5 f0¥Froot M &R, MR CERELT T
sshAAEHHE AT LB o £ 388 22 4k .



JE TR M ME4 i B

root@OpenWrt: /etc/init.d/dropbear restart
root@openWrt: /etc/init.d/system restart
root@openWrt: /etc/init.d/network restart

P

Bt AL B SRR 1

VER, BRNFEM _ERGH T i) 52 B4 B SCF/ete/config/network
Fl/etc/config/wireless,  WIRARE Hh i) SO fa /R E S,
B P 2 AN, algea e i, [RoNAS[E] S d 28 B84 i B n] fE
ATE]



L WIaE A B BN 5E 0 B B AR
o & A IR

MIRAINIZ, i 8l _LOPENWRT /5, R HAIARM EMIigE. XH
WERBTA ML FHopkg update G AT, KIMHARA A feupdate, Ky
B EIEE R download. operwrt. org ASWMAEMIRSR T (HORH
i, HEEAE. )

JiiEA U




HiEl, Nopkght BECE

1. fEEEHBCE AR H, HNopenwrtifopkglft BAARE .  Kiiopenwrt

wiki

[

NP AR, SRS -HAT, Ay AT AR, A
option http proxy http://proxy. example. org:8080/
option ftp proxy ftp://proxy. example. org:2121/

2. A PLEBEVI /etc/opkg. confEEI
option http proxy http://proxy. example. org:8080/

option ftp proxy ftp://proxy. example. org:2121/


https://wiki.openwrt.org/zh-cn/doc/techref/opkg
http://proxy.example.org:8080/
http://proxy.example.org:8080/

T2, Bu—MAFREFA V5
IECE S/

L.

%3 3T OPENWRT 1) 85 % 34
Ed
https://downloads. openwrt. org

N EIR I AR B N N SO S N B H S RO R AR, LR
MR ar7lxx/nand/packages/ THIbase luci management
LM A FHwgetay & AT AR SEHE o

wget -m -np
https://downloads.openwrt.org/chaos_calmer/15.05/ar71xx/nand/packages
/

anSRoe IHAR B . 3 B AT BIFRBI N AU RRCA X R 8 i

wget -m -np
https://downloads.openwrt.org/barrier_breaker/14.07/ar71xx/nand/packa
ges/

2. fHHAE—EuE A, EL N gnx &7 a8 B T ht tp AR 45 2.

3. ¥fopkg—configH FIEK AR AR H Ciht tp Ak 55 7


https://downloads.openwrt.org/

- src/gz chaos_calmer_base http://192.168.1.121:8008/base

- src/gz chaos_calmer_luci http://192.168.1.121:8008/1luci

- src/gz chaos_calmer_packages
http://192.168.1.121:8008/packages

- src/gz chaos_calmer_routing http://192.168.1.121:8008/routing

- src/gz chaos_calmer_telephony
http://192.168.1.121:8008/telephony

- src/gz chaos_calmer_management
http://192.168.1.121:8008/management

Done.



OpenWrt-I-shadowsocks libevsE
I HH 28 B 3h 5

MEALIL AT EFE, RE X OpenWrt fLinux Ubuntufy — & 2R
T WRIBEAKUbuntu, Bz Ubuntu, SEFMEH—1H.

HUTH I SCE A R FRMERS, A AN v PAng et . fEARZ A, FRAT
FOpenWrt % H #5223 shadowsocks—1ibeve SZ BN RE

B ] 0. ) % B 4% Bl OpenWr t ] £ B3 18 24045 -

https://github. com/softwaredownload/openwrt—fangiang

TE 28 %) 1352 0penWr t B9 135 4% HH 23 2 F8

https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details

4L

.

=
.

/ft

B K

&7

2 Feshadowsocks—1ibev¥

shadowsocks—1libev s&—7> shadowsocks PP ERLTL, &
shadowsocks—android, shadowsocks—ios DL shadowsocks—openwrt

M B H - HBAT BU N A

L.
2.

BN, FRAHmIFHFTEE RA 100 KB,
mIE K. BT libev LI RD 1/0, DAL TLEMARD
DNS, [FIEEREEAT L.

CARBIR S A LA SR CPU BIR, MRS #R i N AE S — R ATE

3MB FA.

G, EH T AR A, SllUEd RS x86, ARM
F1 MIPS. thiEMF K#4 POSIX HIHERAH T4, Wi
Linux, 0S X A1 Cygwin %%,

B . CEIHA shadowsocks Wi, HIAEFbRAESLZIL
Y JSON XU HC & SO, 7] S54E =S shadowsocks %% P i
B IR 55 i 1 O A

shadowsocks—1ibev B FERSSImANZ P um &l 7, —3E = A,

1.

ss—server: HARS5#sun, TPEHILITFENRS %%, it shadowsocks
JiFE
ss—local: % ¥, FRALAM sockss PRUAREL,

3. ss—redir: &P, ROAEARHIEIHACE, FES NAT Bd&HH

ss—tunnel : &, ASHRum K



B AL

https://github. com/shadowsocks/shadowsocks—1ibev


https://github.com/shadowsocks/shadowsocks-libev

B BE 2k /4 Shadowsocks—1ibev iR 5%
iR =
FRIH shadowsocks—1libevElEE, EIEEHG —& EAIMIRS 282235

iz4Tshadowsocks ARG UWISRIAEA RS ES, AR digitalocean
K — & SSDREFUMR 55 #3 VPS o


https://m.do.co/c/89497bd485e0

Ubuntu%z3E shadowsocks—-1ibeviR%%
g

#Add GPG public key:
wget -0- http://shadowsocks.org/debian/1D27208A.gpg | sudo apt-key
add -

# Ubuntu 14.04 or above
sudo add-apt-repository "deb http://shadowsocks.org/ubuntu trusty

main"

# Debian Wheezy, Ubuntu 12.04 or any distribution with 1libssl > 1.0.1
sudo add-apt-repository "deb http://shadowsocks.org/debian wheezy

main"

sudo apt-get update

sudo apt-get install shadowsocks-libev

b

x\

Eidar & HIUR

e 8 deb http://shadowsocks. org/ubuntu trusty main il
3| /etc/apt/sources. list

e ‘Zdiss—local ss—redir ss—server ss—tunnel®] /usr/bin

e BN /etc/init.d/shadowsocks—1ibev

o M B M} /etc/shadowsocks—1libev/config. json (IHhR
+&:/etc/shadowsocks/config. json)

o —EEERI\EZIACE /etc/default/shadowsocks—1libev C(IHfR
s&/etc/defaul t/shadowsocks)


http://shadowsocks.org/ubuntu

“niE shadowsocks—1ibevHit B 14

sudo vi /etc/shadowsocks-libev/config.json

PRI R

"server":"1.0.9.8",
"server_port":1098,
"password":"killgfw",
"method":"aes-256-cfb"

Wil server 1.0.9.8 HUSARECH), BLEMUK e.0.0.0 F/RMWT
AW, HABTTCAAK . anS s Aete, WP 4L, Xn]gee sz 29
7y AT PAER e inE gy A, e b f-cfb.



¥zl shadowsocks—1ibevH] 5k

sudo service shadowsocks-libev start

sudo service shadowsocks-libev stop

#X BRNLE3) Shadowsocks-libev. ¥hix C4ANFE TR B FEHLE S
#sudo update-rc.d shadowsocks-1libev defaults 99

#HU7H shadowsocks-1ibevFiHL)E
#sudo update-rc.d -f shadowsocks-libev remove



oF

BEss—serveraG a2 B3 AT
£ —uBsI=H

ps ax | grep ss-server

MR FNIES, RBISERBT:

/usr/bin/ss-server -c /etc/shadowsocks-libev/config.json -a root -u -

f /var/run/shadowsocks-libev/shadowsocks-1libev.pid

TR HTH-u. WHEshadowsocksZ ' fa FH Tudp relay, T ARSS Ui
E’Kﬂﬁﬁm?ﬁ—uiﬁﬁi, FHRE B AR BRI T



J& sl shadowsocks—11ibev i 55 ¥

sudo service shadowsocks-libev start

2%

e shadows—1libev on github

e create a simple linux daemon


https://github.com/shadowsocks/shadowsocks-libev
http://xiaoxia.org/2011/11/15/create-a-simple-linux-daemon/

OpenWrt % H 2815 1T shadowsocks—
1 ibevi{’%ﬁ)ﬁ' ﬁfuh:;li

shadowsocks—1ibev for OpenWrtZEFOpenWrt—2, 75 MR FETIEZL
5, BUE R T AREE.

kA BT %

http://sourceforge. net/projects/openwrt—
dist/files/shadowsocks—1ibev/

15 B AT 5 iE TR Openlirt

W EAT YR IERI SR A, RIFIR IR AL H 9% shadowsocks—1ibev
for OpenWrt,


http://sourceforge.net/projects/openwrt-dist/files/shadowsocks-libev/

shadowsocks—1ibevi%k FOpenSSLiR b
FEPolarSSLix

IR HA Y SSL FFE R4~ OpenSSL A PolarSSL Fl A A<OpenSSL
WA 1ibopenssl, SCREINZE 72, KFRK PolarSSL Ak i
libpolarssl, /N, #7720,

R WAF R BL%EOpenSSLIR, [ Z Mi%EPolarSSLAR



‘ZH shadowsocks—1ibevZ F v 2|
OpenWrtE H2s (BS5 B HESERT
= 75)

~/Downloads$ scp shadowsocks-libev-polarssl * ar71xx.ipk
root@192.168.1.1:/tmp/

~/Downloads$ ssh root@192.168.1.1

root@OpenWrt:~# cd /tmp

root@OpenWrt:~# opkg install shadowsocks-libev-

polarssl 1.*.* ar71xx.ipk



&l shadowsocks—1ibev P imlic B

root@OpenWrt:~# vi /etc/shadowsocks.json

SRR R

"server":"1.0.9.8",
"server_port":1098,
"local port":7654,
"password":"killgfw",
"method": "aes-256-cfb"

-

VEREL, server I[P IUMBMAIRKISERRIP, Al PLERFFERIA .



shadowsocks/TEE _E M i,

e J23fjshadowsocks 7% Fifi:

root@penWrt: # ss—local —c /etc/shadowsocks. json

e Ubuntupi G #5/CH EM % 'E, PAFireFoxfct-&AutoProxy N, 1
JiProxy Server, Proxy HostiE192.168. 1.1, Ports&£7654, /aJik
Sockb. W1 FKE:

UbuntuiX BAutoProxy [ BRI\ HE 2 shadowsocks, B0 CLFT T4 5% ) X
vk ddYouTube. com

CARTERAE B & HLfid #3247 — > shadowsocks % P o, &F & HLN AL 245
T E B Y A A X R

PLAE 2% HH#% B 222 [ shadowsocks, FTE B &AM IoL b W52 E A 7
% shadowsocks 1, AEH T 1o (HELRRKER, MRKEAFT
& FIBRRE, B E A5k R R ] e L B AREE DT R, AL
BAFIORA R A R E R G3%A BRI AN ?


http://www.youtube.com/




52 _E B 5 15 B OpenWr t B 55 B%

2 234 AN TP H

BEA P R 0] DA A E—FRiR . S ATTPHhE . 48044 40 2 1 AR 42
7, IPHAER S T2 NMER R BEIE S5, (ORFEZAL: 8402 —
1, N2 7T EA)

W AT A A AR IR ? 2N T 7 EANSRIRIZn, b
YouTube. com, T HEL G ALFR A0 B AL BE# 7, Al =) IPHhE 5 2
ANV AEHER AR T L,

\ (o]



https://www.youtube.com/

T 48 A TP R AR L S A

BATVEEN 2 b2 B N www. voutube. com  JRFRIZE, FRS KA
IR e AN m] LS =1 T -

L.

w Do

PR BS R BT RS A U (IR A RS 2S) ¢« Hi, youtube. comff]
TPHbIE A4 2

WA RS A AEie 74,125, 239. 98

PR . EMBRA R PRI LR ANE T

EAFEOL, P03 55— IR 38044 Al 55 2% AN FHTE 38044 (1 TPk«

N =

W B ] SR T (IR 44 IR 5 2% Hi, voutube. com[ TPHEHE 2414 2
WA RS 28 XATRAFEE, TR A F ) 2R

FZRRRS AR WA EEN:, BB R RE L, F5%, Al
P

I RS XA Rk NI, At 74. 125. 239. 98

5. WIWEEE. WHE. REBMREROMNE 74.125.239.98 FHIEAE


https://www.youtube.com/

AR, AF YouTube (BAE? )

fEHE, YouTube At A#iE;? YouTube 5 LT/, LAC/MML, wnif
FIUIAE R NE TAK, FoekNTrlER08 8, Aot —
A, HEAYouTubess 1, 4 AN RESICIEIEH Vi YouTube | o

MR, SR T R AT 4 A SR 2

1. 028 0] s IR 42 R 25 2% M2 youtube. com[ IPHBHE A4 2
2. WEM ARG 5 IXRENIE, 44.44. 44. 44, O HEIENE, &K
BRI AP R b, IREEFRBIN B AR, Al (4
SO BRI, REREF, U5 RIX AL T, RS, REA

EiHE, 1)
3. WIYEES: Wi, RXMERFEATENINE. . « RTEHA, &
At A WERE], R EARX AT . o .

BHYCIR T, BERREZIEEAD, IXFFRREL I HREAER L TIR, T3k, 1L



RS ENIE TCP?

NREZSIH AR, ARAELXENEE, T/ER 7 —L/ME,
N R 38A4 R 55 A Bl Tie, IR B B2k 1n) [ AP (I AR 55 2% EE Agoogle Y
8.8.8.8Ek8.8.4. 4, NFA PSR4 BEl Lt FRTGIKE . BHEEW
googlefIB 44 MR35 48 I IMEAFIE T — BT TE], JERER (S AR
FHIED XHITE T, NAEM T, TrtgooglelId4a k55 #s IPHbE tH
1

MRS T ERTEITH, AASORIL T, Bl TP LR T A udp M
tepPIFf, AT E I HAiEudp, B tepr Ty 2\ Al E A4 Ak 55 4=
L AT LLAS 21 9 3l 355 44 %o L FR) LS TP T

51X LA, tepBI7T KR E 2. (HIMEE, HMERF XA
%o 8.8.8.88k8. 8. 4. 4R KFA X, 1 H A MR Z i AT Kl E 8 k14
XA, ARER, AL, BrbL, RATRMEAHSHA T, K
T s 177 20 (shadowsockss  ss—tunnel) [7] H CL RS54 &), 40
FIX TR 7!



RFAZETHE, W REEE

B3, AT a) A A R

WA WAL, B A RAT RSN . an SR AN [ Y [ Ah A AR R [ b R
WAL TP, UiiH E NI s st 2218 . B LIRS, &R TikE
TR

EEPANLD (P

1 ESEEMN B 5, WA CRAH, efwlist) , HhHLER
tok 47 HR 2 [ AN Fe A TP, oAt /E [ P A i

AR IPHBNEAESR A b, UM T, SUEANRITER V5 A 11X A3
bk, IXPEUT R OE AT BE S AT L

2. [FFERETANE, AFRIFE, BABEINE ITEXHENTPEA
FEfEANE b, TPHBLE R BB H EAR, IXFEMCA A B, FRIME
B, NEFERIP, &3mEZiiH.

3. BN AWIHIBARE, #EHAAFEEH R R?

s N AL T RS IR 2 A AL, sk N B AEAE 2 HAH 5T
ff1, FeAMR B Sl AN g Il ST Rl
&, XNMZEAT? MHEETIHEEFRMIGENALN, — D PMHER
", BT



AR, RaENEZME @A, FWARNE. N
FLE AR b AR AR B A dns, oAt 43 E Shdns . U ia] AEH E
U TPHRAL BN o

P S —For %, WE R AR5 (ChinaDNS) , {HE,
TESLPRE R P, G T EE i i 35 i A B4 JF ) B 4, AT I
—REELUZ IR, AL

MR, WRABREHKTR, 52 H AR LT % .

%inWrt%%%m%W%ﬁﬁi%ﬁE (FAREFH

1. WIAs: M, #EXIEYouTube. comfIP, £ ANZEH

2. PEHAS: M5, WETFTEAEERNNE, HE. o o MENE,
Xaas: M, FHiFFkbaidu. comfIP

PEHAR: BE, NEH, O ERLZAR

PYE AR LS I IPHIIL60. 188. 5. 6HI N2

PEES: F N, SLRIEE. o o HEIP, BB EENS. A
AP EIP, fH1EF AN EEERNNE

& O s W



Bt B OpenWrt shadowsocksi H 2%
& 68 5 shEN G

OpenWrti% HE: FHdnsmasq¥% K E N E
EiR 4 B

OpenWrtERiN Hilrdnsmasq, ATREWE — Fillf 7. ssh&x
OpenWrt % Hi 28 )i :

A1)

o 3/ dnsmasq. dH 3k

root@openWrt:~# mkdir /etc/dnsmasq.d
root@openWrt:~# echo "conf-dir=/etc/dnsmasq.d" >>

/etc/dnsmasq.conf

o OpenWrtZZdRGNU wget A Frhttps FE, FEE N EEMuE 4
B, FHE P44 AR A% 4% 2R 1 Pl A



root@OopenWrt:~# cd /etc/dnsmasq.d

root@OpenWrt:/etc/dnsmasq.d# opkg install wget

root@OopenWrt:/etc/dnsmasq.d# wget -4 --no-check-certificate -0
/etc/dnsmasq.d/accelerated-domains.china.conf
https://github.com/felixonmars/dnsmasq-china-
list/raw/master/accelerated-domains.china.conf

root@OopenWrt:/etc/dnsmasq.d# wget -4 --no-check-certificate -0
/etc/dnsmasq.d/bogus-nxdomain.china.conf
https://github.com/felixonmars/dnsmasq-china-
list/raw/master/bogus-nxdomain.china.conf

1¥: accelerated-domains. china. conf CAFHHIZE H 2845 -

server=/10010.com/114.114.114.114
server=/115.com/114.114.114.114

BAESE, UiH10010. comXANgh B AR AZ I, dnsmasq2 g k& B H
N IR 42 R 25 #2114, 114. 114. 114347 dns B 1A


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/dnsmasq.d/accelerated-domains.china.conf

gfwlist. conf: HAhIH%, ¥R ZE|
shdowsocks—1ibev ss—tunnel?gEH]
¥ [ dns 2 1)

root@OpenWrt:/etc/dnsmasq.d# echo "server=/#/127.0.0.1#3210" >
gfwlist.conf

Lt @A, RRZILET A4 . dnsmasqVLACIER A FIRE 2 T
AAFAELSeULED, [Rlitk24eUlfidaccel erated—domains. china. conf_F

IR, WRAULE, FULECIX SN Bk 2 AR i 3210381735
LB .

Jo AT 12T B shdowsocks—11ibev ) AN HL 25 P i ss—tunne 1 85 & A b v
13210/ & 1 2 A2 2 2RSS #% -


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/dnsmasq.d/gfwlist.conf

id B shdowsocks A HL 2 P ¥ss—redir
Ja s A5 1k BR 2

root@openWrt:/etc/dnsmasq.d# vi /etc/init.d/shadowsocks

/etc/init. d/shadowsocks:


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/init.d/shadowsocks

#!/bin/sh /etc/rc.common

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12

START=95

SERVICE_USE_PID=1
SERVICE_WRITE_PID=1
SERVICE_DAEMONIZE=1

start() {
sed -i 's/114.114.114.114/127.0.0.1#3210/"
/etc/dnsmasq.d/gfwlist.conf

/etc/init.d/dnsmasq restart

service_start /usr/bin/ss-redir -b 0.0.0.0 -c
/etc/shadowsocks.json -f /var/run/shadowsocks.pid

service_start /usr/bin/ss-tunnel -b 0.0.0.0 -c
/etc/shadowsocks.json -1 3210 -L 8.8.8.8:53 -u

/usr/bin/shadowsocks-firewall

stop() {
sed -i 's/127.0.0.1#3210/114.114.114.114/"

/etc/dnsmasq.d/gfwlist.conf

/etc/init.d/dnsmasq restart

service_stop /usr/bin/ss-redir
service_stop /usr/bin/ss-tunnel
killall ss-redir

killall ss-tunnel
/etc/init.d/firewall restart



shadowsocks A 2 P ¥ it B X fFstart stopRE
HH .

e sed -1 ’s/127.0.0. 1#3210/114. 114. 114. 114/°
/etc/dnsmasq. d/gfwlist. conf
{5 1. shadowsock sl ik 55 5, BT VT EC 1844 B e b 4 % 281 1] Y
Fldnsfk %5 4s, X HEZ114

e sed -1 ’'s/114.114.114.114/127.0. 0. 1#3210/°
/etc/dnsmasq. d/gfwlist. conf
Ha ®IE RSB, WS UAAT 2 1k IS shadowsock sElE IR 55, E40>
VLAC A B AT el 38 i ss—tunnel 3210%% % &

e service start /usr/bin/ss—tunnel -b 0.0.0.0 —c
/etc/shadowsocks. json —1 3210 -L 8.8.8.8:53 —u
W A 13210355 1, B R S H RS 2% 1535 11 17)8. 8. 8. 87T i
DNS

e /usr/bin/shadowsocks—firewall
dnsmasq R AT A B WA K, ERRIPHlLE, ZS6FH%E
T shdowsocks T2 15 SR N, ZEAEshdowsocks—firewall B 3E4T
wWE

o IBAT /etc/init.d/shadowsocks stop & W FEVEA 4 Hss—redir B,
ss—tunnelHFE, XFHUEEL  shadowsocks.conf Jo T 2o B J 1%
Has A seAdE . Il kitlann RGOSR HFREREEE. (2016-
01-19)

(. BN T killall, ARIERARERMIER, XFE IR

WAEE O A 1o WU, o rBIEcE, A DIE S
P HH A% 4 REAE RO



Aic B iptablespy K iE#s K IPHI 4

root@OpenWrt:~# cd /usr/bin
root@OpenWrt:~# touch shadowsocks-firewall
root@OpenWrt:~# chmod +x shadowsocks-firewall

root@OpenWrt:~# vi shadowsocks-firewall

/usr/bin/shdowsocks—firewall:



https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/usr/bin/shadowsocks-firewall

#!/bin/sh

# Author:
# Date:

https://github.com/softwaredownload/openwrt-fanqgiang

2015-12-23

#ficreate a new chain named SHADOWSOCKS
iptables -t nat -N SHADOWSOCKS
iptables -t nat -N SHADOWSOCKS WHITELIST

# Ignore your shadowsocks server's addresses
# It's very IMPORTANT, just be careful.

iptables -t nat -A SHADOWSOCKS -d 1.0.9.8 -j RETURN

#for hulu

.com

iptables -t nat -A SHADOWSOCKS
ports 7654
iptables -t nat -A SHADOWSOCKS
ports 7654

# Ignore
iptables
iptables
iptables
iptables
iptables
iptables
iptables
iptables

LANs IP address
-t nat -A SHADOWSOCKS

-t nat
-t nat
-t nat
-t nat
-t nat
-t nat
-t nat

# Check whitelist
iptables -t nat -A
iptables -t nat -A

SHADOWSOCKS
SHADOWSOCKS
SHADOWSOCKS
SHADOWSOCKS
SHADOWSOCKS
SHADOWSOCKS
SHADOWSOCKS

SHADOWSOCKS
SHADOWSOCKS

-J

tcp --dport 1935 -j REDIRECT --to-

udp --dport 1935 -3j REDIRECT --to-

0.0.0.0/8 -j RETURN
10.0.0.0/8 -j RETURN
127.0.0.0/8 -j RETURN
169.254.0.0/16 -j RETURN
172.16.0.0/12 -j RETURN
192.168.0.0/16 -j RETURN
224.0.0.8/4 -j RETURN
240.0.0.8/4 -j RETURN

SHADOWSOCKS_WHITELIST
mark --mark 1 -3j RETURN

# Anything else should be redirected to shadowsocks's local port



iptables -t nat -A SHADOWSOCKS -p tcp -j REDIRECT --to-ports 7654
# Apply the rules
iptables -t nat -A PREROUTING -p tcp -j SHADOWSOCKS

# Ignore China IP address
for white_ip in “cat /etc/chinadns_chnroute.txt’;
do
iptables -t nat -A SHADOWSOCKS WHITELIST -d "${white_ip}" -j MARK
--set-mark 1

done

# Ignore Asia IP address

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 1.0.0.0/8 -j MARK --set-
mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 14.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 27.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 36.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 39.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 42.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 49.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 58.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 59.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 60.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 61.0.0.0/8 -j MARK --
set-mark 1

#iptables -t nat -A SHADOWSOCKS WHITELIST -d 101.0.0.0/8 -j MARK --

set-mark 1



#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t

set-mark 1

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

103.

106.

110.

111.
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115.
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#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t
set-mark 1
#tiptables -t

set-mark 1

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

nat

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST

SHADOWSOCKS_WHITELIST
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OpenWrtH 8% iptablesPhi kBB S X
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o UNRAH K H1E 3K Bl shadowsocks AR 45 it BT 75 FI R 55 4%, iR A1),
AMEATATFFIRAL B o

o WURAHE A KB R, AL HI i [E]

o WIRAHIFREH EATPHIAE, LRI (A
chinadns chnroute. txt & [EIPHhE, UL
https://github. com/softwaredownload/openwrt—
fangiang/blob/master/openwrt/default/etc/chinadns chnrout
e. txt
g PER SR A A XA SO e AR, IR E A
R f #DIR-505, Fgw B G e 1 “ st i SR BN M A TP
2 YA B Y R T a2
https://github. com/softwaredownload/openwrt—
fangiang/blob/master/openwrt/dir505/usr/bin/shadowsocks—
firewall

o FINIIPHNZEENR, 4fl¥: & Fshdowsocks—1ibevAHiZ: 7 biss—
redirMiWr (03 11, Hiss—redir i STAIRSS i HEAT N i@in.  (F
TR Ui youtube B e RN ZEL, TS0 EIBAS = %], ]
A, NEEMEESH NE

o HILBITAMEEL, REHPITELZR. £E AR EBKEA
Ja s E 2 AR,  (Thanks Phoeagon)

o TEPIIPHIR LA, GnRAREIEE 28 i Bo B A 2 KA, w] L
i Ignore China IP addressBtyEFeds, J5 M Ignore Asia IP

addressEx

OpenWrt % B 28 B K% B B B B -
o PRMZIHE FIHIHTL. 0. 9. 8# /R AR 55 28 B SEH TPHBHE


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/chinadns_chnroute.txt
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/dir505/usr/bin/shadowsocks-firewall

o Iptables —t nat —A SHADOWSOCKS -p tcp —j KREDIRECT —to—
ports 7654 iX BLI{1765406 U F10penWr t i H 45
/etc/shadowsocks. jsonH ] Jocal port—*Ff, WELZW, IR
/etc/shadowsocks. json®  “Jocal port”:1090, HFiX B {7654
B 1090

o A R] ELORFFERIA



2l shadowsocksAs Hi 2% 2 v ) 7 ¥

root@OpenWrt:~# /etc/init.d/shadowsocks stop
root@OpenWrt:~# /etc/init.d/shadowsocks start
root@OpenWrt:~# /etc/init.d/shadowsocks enable
root@OpenWrt:~# /etc/init.d/shadowsocks disable

Vi A -

stop: fZ1kshdowsocks

start: 1z4{Tshadowsocks
enable: ¥ & shadowsocks?EOpenWrt i H #5538 B 3l )5 3)
disable: H{jHshadowsocksPENLIS Bl
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12 zh FH i shadowsocks—1ibevZsHh
2= P g

FRAT A B ELIR )G, AT RUE S —h

root@OopenWrt:~# /etc/init.d/dnsmasq restart
root@openWrt:~# /etc/init.d/shadowsocks stop
root@OopenWrt:~# /etc/init.d/shadowsocks start
root@OopenWrt:~# /etc/init.d/shadowsocks enable

SRJGAEUbuntu LN, FAHLE RS LT Hvoutube. com, twitter. com


https://youtube.com/
https://twitter.com/

8 B RIS

git clone https://github.com/softwaredownload/openwrt-fanqgiang

git clone WHZRIAM G, "JPLHEN openwrt H &R X
IR T BB ASIERG, % n] DU B Tl 55 i 3
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root@OpenWrt:~# cd /usr/bin
root@OopenWrt:~# touch chinalist
root@OopenWrt:~# chmod +x chinalist

root@openWrt:~# vi chinalist

/usr/bin/chinalist:

#!/bin/sh

wget -4 --no-check-certificate -0 /etc/dnsmasq.d/accelerated-
domains.china.conf https://github.com/felixonmars/dnsmasqg-china-
list/raw/master/accelerated-domains.china.conf

wget -4 --no-check-certificate -0 /etc/dnsmasq.d/bogus-
nxdomain.china.conf https://github.com/felixonmars/dnsmasq-china-

list/raw/master/bogus-nxdomain.china.conf


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/usr/bin/chinalist

OpenWrtE Has B R &

Jetc/dnsmasq. d FA blockad. cont X4, WHRRMLIUT:

server=/.mobads.baidu.com/127.0.0.0
server=/.mobads-logs.baidu.com/127.0.0.0

server=/.media.admob.com/127.0.0.0

= /2. mobads. baidu. comfI A fEMNTHE & B 127.0.0.0, XAHLHEA
HEWA B RITIee, TREER] 7 il & 1ZI6e.

BT A

root@OopenWrt:~# cd /usr/bin
root@OpenWrt:~# touch blockad
root@OopenWrt:~# chmod +x blockad
root@OpenWrt:~# vi blockad

/usr/bin/blockad:


https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/dnsmasq.d
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/dnsmasq.d/blockad.conf
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/usr/bin/blockad

#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fanqgiang
# Date: 2016-01-09

TMP_HOSTS=/tmp/block.hosts.unsorted
HOSTS=/etc/dnsmasq.d/blockad.conf

# remove any old TMP_HOSTS that might have stuck around
rm ${TMP_HOSTS} 2> /dev/null

for URL in \
"https://raw.githubusercontent.com/vokins/simpleu/master/hosts" \
"http://adaway.org/hosts.txt"
do
filter out comment lines, empty lines, localhost...
remove trailing comments, space( ,tab), empty line
replace line to dnsmasq format
remove carriage returns
append the results to TMP_HOSTS
wget -4 --no-check-certificate -qO- "${URL}" | grep -v -e ""#" -e
"M\s*$" -e "localhost" -e "A;" -e "M@" -e "N:M o-e "Ma-zA-Z]" N\
| sed -E -e "s/#.*$//" -e "s/[[:space:]]*//g" -e "/~$/d" \
-e "s/*127.0.0.1/server=\/./" -e "s/0.0.0.0/server=\/./" -e
"/~[0-9].*$/d" -e "s/$/\/127.0.0.0/" \
| tr -d "\r" >> ${TMP_HOSTS}

H OH OH OH #®

done

# remove duplicate hosts and save the real hosts file
sort ${TMP_HOSTS} | uniq > ${HOSTS}

rm ${TMP_HOSTS} 2> /dev/null



OpenWrt B34 5 FFRFIR LA :

o FH—ANURLEZEMTEAW, NJLAURLE G E SN &

o AT BTN & BER R LS, W R e AR R AE bL A
fiX, dnsmasqULRCIAL Fifar = KOK, AT RAR B4 AR T A iR
S, ANEE R E T AR
https://github. com/softwaredownload/openwrt—
fangiang/blob/master/openwrt/dir505/etc/dnsmasq. d/blockad
.conf

o N dnsmasqid fim TAE, AIRESRZMIN, FEEFT AW, X
N 75 ZE G SR AR IB AT A &

/etc/init. d/dnsmasq restart
o LA, &SRR LT UK H A5 E

B AR EREEL A AR 2, IR BRI RARAC, A4 I 8] Py PR ST
TFEAS W A AT e Bl dnsmasq R WL SR AFFE R 7¢I TRt 5% ]
=, FEATIETHIM T .

E I H 4% B R R A A2 T AT e N B R 28 R B 5 AR A B VR H

G, TER B R A, SRS 1 A R 0
RS BEAG, 1 B hos t S0P BE MR S0 U S8 9 P B«

W S B, AT DA3E X BeChrome ) a 28 4diF: uBlock Origin,
ADfree. Player. Online. H-F1uBlock OriginfJ{EHAIAdblock PlusZk
L HEREENFEE.


https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/dir505/etc/dnsmasq.d/blockad.conf

3
/ft

¥l

“iﬁ']"—‘i%:

H B E

€ Bt B #rdnsmasqfic B X

5 |5 shadowsocks

root@openWrt:~# crontab -e

BINLLUR N

*/30 * * * * jsfound=$(ps | grep "ss-redir" | grep -v "grep"); if [ -

z "$isfound" ]; then echo "$(date): restart ss-

redir...">>/tmp/log/ss-monitor.log && /etc/init.d/shadowsocks

restart; fi
¥ 12 * * * /Juysr/bin/chinalist
*¥ 12 * * * Jusr/bin/blockad

OpenWrt it XI55 Ui BH :

o FY/NIHG B shadowsocks—1ibev i, 1SR Hk H 3 E G
o FpRHF1255181 chinalist
o FERHIF-1245181Tblockad

2014-09-24f H)dir505, wr2543Figm a2 | 7 i dMES R, X
SHBEMAE M, R E R N EM 3 thaccelerated-
domains. china. conffEE 4 %, S dnsmasqiE)ash, FHREIHEE H IR

KA



WERARIEH 7t RMESS, R — RERAAGERE 1, XN B E ) iy
IPHENE AN PR 2R [F I B, BBk 4, Hpsin 2B H dnsmasqib 22
TR, WREA RSN, W R e

https://github. com/softwaredownload/openwrt—
fangiang/tree/master/openwrt/default/etc/dnsmasq. d

THF AT #as B /ete/dnsmasq. d/ T I SCA

B3 THRIME S e i 52 A 8% 1 #5 OpenWr t

NERIANER B AR, T8 —i a8 < 5l e AR B E 21

fl R pE A Ay IR BT RIS, 280 B AR A ) B B A F %
Har. THEPEFF, &F205- 8kl —k, WHRIET20 53083 517
SR 3% HOpenlirt o XX/ NEZFHReA N, MERZZ BT
W bR, — /N ABER TR 2 A At I, B T, R
T 5RO B 2 E Rl K H AR B OO B, 5 WP RCE S B e A A eiE b
T

*/20 * * * * TIME=$(date +"%H%M"); if [ $TIME -ge 2030 ] || [ $TIME -
le 700 ]; then poweroff; fi

2%

e https://github. com/vokins/simpleu
e https://github. com/jjack/openwrt—adblock
e https://github. com/felixonmars/dnsmasq—china—list

e install-shadowsocks—on—hg255d-openwrt—and—config—nat


https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/default/etc/dnsmasq.d
https://github.com/vokins/simpleu
https://github.com/jjack/openwrt-adblock
https://github.com/felixonmars/dnsmasq-china-list
http://www.shuyz.com/install-shadowsocks-on-hg255d-openwrt-and-config-nat.html

OpenWrt 2% B 2% N H 4 =B85 W
AT RE

ik Al EOpenWrt, FRIEIR AZR A 1 RS Im A o, (Hid
e ANehE, SEARE, ANRER, AR, B4R



https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details/

ping RSS2 Iip BHEIE

ping 1.0.9.8




¥ & shadowsocks IR 55w )8 s B %
B E -uBH

—u enable udprelay mode

TPROXY is required in redir mode

AREFEAE ), W T 7 fshadowsocs—1ibev RS bty & BRI S Bl
£ —u 280, BH KA A BEAE FH HARRRCA I AR 5530, 4Py thon
i AN BE PRAUEAR 95 o e S BROA T —u S5

A DLXFE R W I S i 2 15 R 8, KRsh B4

$ ps -aux | grep ss-server
#.../usr/bin/ss-server -c /etc/shadowsocks-libev/config.json -a root

-u -f /var/run/shadowsocks-libev/shadowsocks-1libev.pid

AL ETRR SN _4W T —u 28


https://github.com/shadowsocks/shadowsocks-libev

b

& 3¢ 0penWrt 2% B 23 2 v B 15 A o it
T B KA B

00

root@eastking:~# ps | grep ss-
#.../usr/bin/ss-redir -b 0.0.0.0 -c /etc/shadowsocks.json -f

/var/run/shadowsocks.pid
#.../usr/bin/ss-tunnel -b 0.0.0.0 -c /etc/shadowsocks.json -1 3210 -L

8.8.8.8:53 -u
root@eastking:~# ps | grep dnsmasq

#.../usr/sbin/dnsmasq -C /var/etc/dnsmasq.conf -k -x

/var/run/dnsmasqg/dnsmasq.pid

FHEEM SR, ss—redir ss—tunnel dnsmasq#P & I1E T B35,

BB B SRss—redir ss—tunnel dnsmasqZFHFFEESLE, (H O 45 F=M0 N
T, XA



hadowsocks, %3¢

iy

)8 s
THT S :

zif»

/etc/init.d/shadowsocks restart
N5 stop Fl start PAZBEAT, SEPRIAAIEL, /D3
stop JEARERM] shadowsocksAHICHERE, H4 R AE:

restart

A i



& J3 0penWrt g H 2

MEEARRE, B GeiE _Lais M,
BREAL
shadowsocks—11ibev/IN & FIEE 17 K T HEFIHHRMERE, (HA AT

RedHEiR. ik, BWREARERB T ik By
N, WL bf-cfb

B DL N KA A B R ] L




BB HEHd g TR 4

A FORE TGt E (B BG [E PR AT 223 T bind—dig, JifHiE.

e REFEEAR tunnel # K um#EZ 3210
NI AT N DRI



root@eastking:~# dig @localhost -p 3210 google.com

; <<>> DiG 9.9.7-P3 <<>> @localhost -p 3210 google.com

; (2 servers found)

;> global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38460

;5 flags: gr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: ©, ADDITIONAL: 1

55 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

5> QUESTION SECTION:

;google. com. IN A

55 ANSWER SECTION:

google.com. 299 IN A 74.125.226.33
google.com. 299 IN A 74.125.226.36
google.com. 299 IN A 74.125.226.32
google.com. 299 IN A 74.125.226.38
google.com. 299 IN A 74.125.226.41
google.com. 299 IN A 74.125.226.39
google.com. 299 IN A 74.125.226.35
google.com. 299 IN A 74.125.226.46
google.com. 299 IN A 74.125.226.37
google.com. 299 IN A 74.125.226.40
google.com. 299 IN A 74.125.226.34

;> Query time: 290 msec

53 SERVER: 127.0.0.1#3210(127.0.0.1)
55 WHEN: Mon Dec 28 11:55:30 CST 2015
;5 MSG SIZE rcvd: 215

FIE FH ] 52 -



ShadowSocks# E : shadowsocks B & ¥ Frudp# K =&
2 R

udpreft4: UDP s&User Datagram Protocol HITaiFR, 442
IR, £0ST (Open System Interconnection, JFMENFRSH
B SRR —MOIGERE AL E P, SR AT R 255 1 ) AN AT
SE(E BAEE RS, IETF RFC 768/ZUDPH IE R MYE . UDPLE IPHR ST I B
WSELT.  UDPHMY AR P AR (1], EMZH e 5TCPH)
W TR, f—MIIIEZM . fEOSTEI A H, FEZE DY
E——A&E, LT IPHiH E—Z. UDPAARAEEE 24, 42
FARREX Ul B AT HE T B, HEtR U, MIMCREZ G, &1
IR 2 4 e B RNIL ) . UDPH SR SRR AR 6 75 AR TS ML 2 [l 4%
AR R . AFE AT RGN IR Z /RS 4
AL 1R 1o 25 I8 FH 8 75 22458 FHUDP AL . UDP P SC AN TR 1H: 22 4 L 2 4 4
TIRZE, BAREBVIRCE S — b s, H2RIE
FEAE L RUDPAIRAN RN — TR S A T AT N g AR Z . 5
Fr#FIITCP (Ll ity Vil —#¢, UDPHM B AL T 1P (MR
PO T . RIE0ST TR ARS HiE) Z518Y, UDPHITCPHS
J& T AR5 Z P UDPHIMSC I 32 24 FH 2 I 28 B ot 1 s 44 s ais
. — AN LR s e — A ks e s . A
IR RIS T RSB R, RN RS BAR R £
SRR .

shadowsocks—android [ DNS (UDP) #* '’ Ihge

M 2.1.2 JF4s, shadowsocks—android JTuEZ®FiERHH DNS (UDP)
R IIRe. XN ReBLTE AN EB5


http://shadowsocks8.info/shadowsocks-jiao-cheng/shadowsocks-udp.html

1. NAT (ROOT) #EzU'R, (N FriL &k DNS [ UDP Zdatu.
2. VPN #F, CRFFEERFTER UDP .

B i)
1. 4ETHRA 1.4 LLEM libev B{ nodejs SEHLIIRSS 250 4 S
LI IhRE -

2. libev MR&#umitHEBELEMmASITHINLE —u KBS
3. BLIRIHREERIA S, KARH pdnsd fsi#E R TCP [ DNS Z5if).

WA H R LA ) e
o]/ —: shadowsocks—libev ZRIANJBH T udp relay H&?

1B Mudp relaylhge 2 GAH LESTH? i shadowsocks—androidEH
XANED S FFZIEE), {Hshadowsocks—qto3ifAALHr.  BAb,
config. json AN RALFE RS T EFT Hudp relay, 1M

Fss—server —¢ /etc/shadowsocks/config. json —uiX 4 5hg?

debian N XAFE/etc/init. d/shadowsocks—1ibev, 3|

start-stop-daemon -start -quiet -pidfile $PIDFILE -chuid $USER:$GROUP
-exec $DAEMON — \
-c “$CONFFILE” -a “$USER” -u -f $PIDFILE $DAEMON_ARGS \

KIEZLEI M F-us%, 1. 6. Tiilss R

m /% — . shadowsocks android vpn FEXEEES dns V542 EFT I UDP
gy ?



E M ps4BRHUR &K, TR MRS 7 —/ X KFishadowsocks[1[#]
%, AEE Ui FFudprelay, &% KudpBdatl. TREHMARIIIRS
ay B T — S FFudprelayfssik S, FHRZ BB EIss-1ibev,
JBENZERIN T —u, MZEEE . Slllps4tn] BAF Fryoutube, {HZ&
psA MR L& MR 25 FoAnat BRI, FRAH & A2 5 ph 28 [ 1 3 10 o) A
it & ss—1ibevijudprelay DA fibug, Bt LAFR T E—A n] MR AF SCHF
udprelayf]ssik5, #HATMIA.

7@ —=: shadowsocks IUEREASREACEEIFRKR, A UYSH UDP [ ?

XA A — € 75K (MACHR 136 ik BATTLE. NET) , IUAESSHEANRE
B RAEER, MR T I BT — AN 7 XS UDPH) S
FFHEBVATE, fAREEART T2 R BAACBEUDP/TCP 1 2

Y. ANEfRE SS AR S5 dvim e 15 SCRF UDP #6843 IMAIIA A 2

SETANERERS, WESS, T NT0INRIES HE8 R T openwrt B 5 85414
Hig—2— P2 d shadowsocks—1ibevhii, FRAIAETE 2 HIXANT03N{ 4>
JR#H, P LADNSHEMT 0 FHudp% A 38. 8. 4. 4:53, {H 1 RALFH,

A RERS TR R SS AR S5 25 i AR L T IXANThRE,  IUAE IR AN A i Al 55 4
Ui e 1 FTHF T UDPEE 7 BN UDP#% I iX A Ty fie s AR AR IR 25 4% g 752 %
&7

ss-tunnel.exe -c config.json -1 53 -L 8.8.8.8:53 -u

nslookup www.youtube.com 127.0.0.1

WA IR B 45 R NHfE T udpfE K



/etc/init. d/shadowsocks X NMHARAGELKE T —u , HA2EIX
FEHATI . WRAREFBIN —u, W& ss—server —c

/etc/shadowsocks/config. json —u
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Shodowsocks®
FE X 5]

ShodowsocksHFiEE A [F] 28 v, WP
R R PR

o BiNEARRE, AMRE L, AARL, AR L, ANARL,
A RER N 7 SRR, N0, k2 B 7

=

o rcd-md5INREIENE BARR, (HEMFEREAE KR, FHHETIN

o LRME—FimE TN, REMHAKANZ 1, #inl e E S,
M 52 21

e aes—256-cfb INEHRE KL, —FEAlBEHTIU

o H ANHEF¥fchacha208%# salsa20, AR

o HSZ bf-—cfbEtiBIE, #HEIRE, B Hshadowsocks—1ibev A
R T G 126 1) o i [ 4 L S RF



https://github.com/softwaredownload/openwrt-fanqiang

W 77 SE M Shodowsocks A [A) N %5 5 2

HEEE
encrypt and

aes-128-cfb
aes-128-ofb
aes-192-cfb
aes-192-ofb
aes-256-cfb
aes-256-ofb
cast5-cfb 0.
cast5-ofb 0.

decrypt 20MB data:

.368462085724s
.400309085846s
.452577829361s
.381041049957s
.418514966965s
.405379056931s
8599350452425

911785125732s

® ©®© 0O ®© © o

chacha20 0.429271936417s
rc4 0.154517173767s
rc4-md5 0.169504165649s
salsa20 0.44139790535s

7/




AR
clowwindy:

A4 chacha20 M x86 _LHITERERE, XTHERIFZWAR/AD, e
ERAR, A, Fov@EFEes f&mils, £
LK, 3 H LS R B — MR AR R ), RN AN e —
AN, [ Ay VPS, [Al—AERH A, 2, SUHAZ S A
ey, KR EBRSER—DMEEY, KRR E TCP it

R, 2R H A B s R AT X, B2 TR, [
i VPS ML EE MR, FLSHH 7 atiaeli, HSLIUIRA

Uf, XHEMESeW KRR UPS A, SAgNu T HAML
BURECE IR, EREES AR AR B, EIH NSRRI,

AT — 78 AN RE KA T e P 2, Skt Sk BRI AE AT

RRKEALE, B AK 232500, BT e AdE, A KMt 4RI
TER SREAR BRI 7, KX AZE, ARTE—4

i, HAFThRe, HEREANAR, HERS LR, K
B, BRERFNER T, REBEARTIE R E 2], 5 H S RRIRK
F, BRWMREWEEEWE, RTEA T

rlei:
i shadowsocks AN A INEE 7 T 2 =M% A = X . shadowsocks
B RIRE SR, Bndwal I8 E B s P =

B, fer SRR A, AN . ssPIFEE 2 0GR
TR



e https://www. zhihu. com/question/28252105


https://www.zhihu.com/question/28252105

Z# D0 VPS shadowsocks—
libev #35ix B L

Digital Ocean LA

o WA LIVPSHRSS B, MRS A PRIE

o SSDEEHL, AR, HSAE208D

o TAVPSHAMMALIP

o THMAR, $5//7k

o BHHJFHConsole Accessh] LEIZIZITATA linuxin4, AILAARK
B SSH

o WCBRLL/NISTHE, AH T ATLAER, A2 U—r4k

o HHLIP{H, fl&Esnapshot, FFMsnapshot#rdDroplet, A {E
FEGHMIP 1

S B p X B DO


https://m.do.co/c/89497bd485e0
https://m.do.co/c/89497bd485e0

Gl 2 FHHE FH B B IR #3Droplet

EMDOFFIRE MR, BxREHFEG, Ridif EMAN  create

Droplet :

e Choose an image EFEHFTHAIUbuntu 64407, T K&14. 04. 3,
Nk BT 15, 10:



e Choose a site —MYSI2MBARSRELWE 1 -

e Choose a datacenter region #E#tSan Francisco:



e Select additional options, "AJi%EIPv6:

e Choose a hostname, HEBjic, Ft#lubuntu-shadowsocks

o Create GIEEHIARS 23



FEADO VPSE H AL H

E20F0 P, VPSEIZESEEE, FHHEINTE 1 IP, idiVPSHE 7t NEFVPS
B P S .

Droplets
';f_ff‘ ﬁ.lt ;[EE AVPS% T4 ﬁ E https://github.com/softwaredownload/openwrt-fangiang

Img Name / IP Address Created =
’
ubuntu-shadowsocks ) »
L] ) p —— Happy coding! More

512 ME Memory / 20 GB Disk / SFO




HEDO VPS RootZXHL:

H: WRCLW R root B, TEBER— TP

AiF  Reset Root Password EE B ZEfil:

https://github.com/softwaredownload /openwrt-fanqiang

Destroy Reset Root Password

This will shut down yglir Droplet and a new root password will be set and emailed to you

Do you wish to prg€eed?

Reset Root Password

HEZEMERG, RS RERIIREIRERE, N T RA T X AN
&R HEAEM T _ & EVPS



B ADO VPSS 4T## M Console
Access

DOE M AR KK ThEE, A PAR] LB S G GConsole Access &
ITLinuxfr 2 E HVPS, MHT—MELFRAISSH:

ubuntu-shadowsocks E=m

— -

https://github.com/softwaredownload/openwrt-fangiang

Access

Power

N Console Access

Snhapshots Lhis will open up a console VNC connection to
Settings anthkeyboard directly to your virtual server.
Backups

Graphs Console Access

Hictang

Rl console Access JHATAATE L, WA H WO 1% F5 RHT 7T
T X B 2T H

s AT IT B 47 B T LASRAS S AR R



AT W EHT FIRoot 1Y
FJED0 Console Access/i, FjArootIfB[EIZE, K5 BN E I,

Ubuntu 15.10 ubuntu-shadowsocks ttyl

ubuntu-shadowsocks login: root

Passwd: fii Aroot#fid

You are required to change your password immediately (root enforced)
Changing password for root.

(Current) UNIX password: #iAroot#H

Enter new UNIX password: #iA#lfjrootZfg

Retype UNIX password: P A#ifroot#hd

ST S R SR N R G

root@ubuntu-shadowsocks:~# apt-get update
root@ubuntu-shadowsocks:~# apt-get dist-upgrade

RS MR EA BB — Nerub, BHEFZEHITT. (FKIEHENLZT

Q&iﬂ install the package maintainer's version )



MBS 4%1E shadowsocks—1ibev

server

2016-01-19& 3, shadowsocks. orgM L TyEFT I, X%  apt-get
install JyruZtdshadowsocks—1libevii AE, AIRATATCLH S
VS Ym P, AR T HR, 1 HLBE B A] DL g 13 2 SR B A o

Console AccessHtIH A& VAR MG Ar-2 1, T 1y 23247 Al I 2131 ¥,
bR, WEMAWRBRT, MAE—ITmRIFEERRA v %
HTA M

root@ubuntu-shadowsocks:~# apt-get install build-essential autoconf
libtool 1libssl-dev gawk debhelper dh-systemd init-system-helpers pkg-
config git

root@ubuntu-shadowsocks:~# git clone
https://github.com/shadowsocks/shadowsocks-libev.git
root@ubuntu-shadowsocks:~# cd shadowsocks-libev
root@ubuntu-shadowsocks:~# dpkg-buildpackage -us -uc -i
root@ubuntu-shadowsocks:~# cd ..

root@ubuntu-shadowsocks:~# sudo dpkg -i shadowsocks-1libev*.deb
root@ubuntu-shadowsocks:~# 1ls /usr/bin/ss-*
root@ubuntu-shadowsocks:~# ss-local ss-manager ss-redir ss-server ss-

tunnel



% B shadowsocks—libev server,
I, BBE B4 Shadowsocks—1ibeviRk 5%
Wi B B

2, FATEZLT I8 7D0 VPS, J1 HAEM T ALl it 223 5 il 1
shadowsocks—1ibev, P& B I E )5 shadowsocks—1ibev

root@ubuntu-shadowsocks:~# vi /etc/shadowsocks-1libev/config.json

root@ubuntu-shadowsocks:~# service shadowsocks-libev restart

VEA X B BHFEE BB - Shadowsocks—11bev Il 45 i 1% B

B 5 P i, REE R, BT CLSRShEIES 7. BT A DL Lid R
2016-01-192E M iH 1

g% ERFEBRDOFIREVPSHIIP (REEXFHESY
)

o B FHAFEEEEDroplet ubuntu—shadowsocks, W& If
shadowsocks—1ibevi 55, HHiserver5 o.e0.0.0 FfillliidE it

e Poweroff VPS, gl @VPSIHL, XM= AVPSHE 2% HIfY,
PRI TP, 20 0] 55 B IE R AR & H

e ll&Snapshot, 44 Ashadowsocks, FFAZIERIMRA] A FH 5
X3, ELUnPRESREfESan FranciscoflEER), 7] DAL R|New
York[X



o MIEEVPS, Destroy Droplet ubuntu-shadowsocks, #AJGHEA=4
AT T o AERRL, BERAEFEEE, — AR R E2onkk
AT T

o NREAFH, fECreate DropletHJZE—#>, Choose an image, i%&
$Snapshots, shadowsocks, HAthAN 10 ZFE—FE

e Msnapshot@l|@Droplet5eit, W IH T~ | VPSHITIPHL,
shadowsocks % P i ZEF RIX AN TPHEHE AT 1 RS vm A 56 24T
EIR7 &y

fF: BN “ER” BHZEELOpenlirt
shadowsocks—1ibevi H 2K server IP

o HHARIXEFHER, XifsshBFMAHEN T
o fl)ffconfighc & X, Ubuntu Fs2 ~/.ssh/config , AT

N

o

Host router
HostName 192.168.1.1
User root
Port 22
IdentityFile /path/to/your/rsa

Windows P Z%E git for Windows, 1EFf#FHOpenSSH, Zw%E
C:\Program Files\Git\etc\ssh\ssh_config

IRIGHERT L ssh router ERESHIZE T

e reset. sh:



#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2016-01-20

ssh router <<'ENDSSH'

sed -ri "s/([0-9]1{1,3}\.){3}[0-9]{1,3} /1.0.9.8 /"
/usr/bin/shadowsocks-firewall

sed -ri "s/([0-9]1{1,3}\.){3}[0-9]{1,3}/1.0.9.8/"
/etc/shadowsocks.json

/etc/init.d/shadowsocks restart

ENDSSH

Hreset. shF ) 1.0.9.8 K shadowsocksfk55um I server
IP, 2R)5i84T reset. shatn] LT .

MEPNL—THA, =EH, FmnFakEFEFIIP, so easy, 2475
AT 1 -
Reference:

e https://github. com/shadowsocks/shadowsocks—1ibev


https://github.com/shadowsocks/shadowsocks-libev

OpenWrt g PR &0 15 [El 1 ZUE

SCECHTH R BRE, B Ca A m, AR tiRhappy. EX—&FH,
PATE E | & SOpenWrt[E 4, bl e i R, AR E B3
Bl o B sl SR

B 18] BE. ) % B 83 R OpenWr t [&] 12 B8 B H0FE -

https://github. com/softwaredownload/openwrt—fangiang

TE 28 %) 152 0penWr t B9 135 2% HH 23 2 A8

https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details

Zmieshadowsocks—1ibev for
OpenWrt ipkZIEH,

A A OpenWr t i A T 9w PE i) shadowsocks—1ibev ipk— M & A Beid
. ELunIAE FH B2 trunk i B OpenWrt, 41548 FHOpenWrt Chaos
Calmer 15.05 F4iiEH)shadowsocks—libev, HJREZIEGIRAARE S
5l

AT 3R 5 g i HH B BE [A 44, HoAshadowsocks—1ibevAZ R ANdwiF, M
sourceforge I FE M), Wl L& )5, shadowsocksE 2w A H3IG
l, 1817 /usr/bin/ss-redir, WERAHRBNZ DM, HSSF A
B, RERAFME. Frbl, mifid& HAT9 Peshadowsocks—1libev.,

LN AEEHroot P REEE

N AZEUbuntu 64bit B gWidkshadowsocks—1ibev for OpenWrt ipk%
BRI IR



IR, DFERIZRIERGRRA ]
AE 21 AH B 1 2

sudo apt-get install build-essential subversion libncurses5-dev

zliblg-dev gawk gcc-multilib flex git-core gettext



T OpenWrtJF LG

cd ~/Downloads

git clone git://git.openwrt.org/openwrt.git



T #kshadowsocks—1ibevyiig

cd ~/Downloads/openwrt
pushd package
git clone https://github.com/shadowsocks/shadowsocks-1libev.git

popd

B

cd ~/Downloads/openwrt/package
git clone https://github.com/shadowsocks/shadowsocks-libev.git

Y%1% DIRS@S[H42015- 128k FH IS A Z&: Date:  Tue Dec 22 21:42:40
2015



H HFeeds, ﬁﬁpaekageEEmake

menuconfigH B,

B2

cd ~/Downloads/openwrt
./scripts/feeds update -a
./scripts/feeds install -a

make defconfig

1> m]/I\XEéEI:ﬁ\



5% 2 VR B i T R R

make prereq && make tools/install && make toolchain/install

BRI R, AT A AR — R AR AT I 8k, i T 2
— FalA)



make menuconfight B i% I

# BiTwmd

make menuconfig

(E= R

o yv: ZmiFub[E
o m: i ZRA, HEAFTEIEMHE
o n: HEER

?ﬁﬁ)\ﬁ?é\ make menuconfig ﬁ)\@ﬂ%ﬁz}?)ﬁ

Target System:
o Atheros AR7xxx/AR9XXX (Default value, AN[FEFJESHI#S,
A BELFEANF])
&4 WNDR4300, DIR505A1, TLWR2543
Subtarget:
o Generic device with NAND flash
i&EA:  WNDR4300
o Generic
i&A:  DIR505A1
Target Profile: (RIATRZHPEM, KPHLIAIL)
Network, i%FffEshadowsocks—1libev F1 shadowsocks—1ibev-
polarssl, Zmis B Jy& PEMAL 1 pk 2%l
Save && Exit



K| make menuconfig



.config - OpenWrt Configuration

Network
Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N>
excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?>
for Help, </> for Search. Legend: [*] built-in [ ] excluded

B =Y b 3 1= Serial port TCP/

< > SerlalOVer P et ittt ittt ittt it a ittt e s

E > shadowsocks-1libev............. Lightweight Secured Socks5 Pr
>

< > shat.. it i e i e e Source Hardware Addres

< > SLUMM. e ettt et teeeennnnnaeeneeeenns A realtime network inte

K] iﬁif%shadowsocks—l ibev-polarssl



4 Eshadowsocks—1ibev for
OpenWrt

make V=99 package/shadowsocks-libev/openwrt/compile



B E %k K shadowsocks—1ibevAHl
shadowsocks—1ibev—polarssl X {4

cd ~/Downloads/openwrt/bin/ar71xx/packages/base/
tree

F— 1ibc_1.1.11-1_ar71ixx.ipk

F—— libgcc_5.2.0-1_ar71xx.ipk

— libopenssl 1.0.2e-1_ar7ixx.ipk

F—— libpolarssl_1.3.15-1_ar71xx.ipk

F—— libpthread_1.1.11-1_ar71xx.ipk

F—— shadowsocks-1libev_2.4.3 ar71xx.ipk

— shadowsocks-1ibev-polarssl 2.4.3 ar7ixx.ipk
L— z1ib 1.2.8-1_ar7ixx.ipk

# WA R FE BB, fMshadowsocks-1ibevE #i|F|Image BuilderH % F:
# for DIRS5O5A1:

cp shadowsocks* ~/Downloads/OpenWrt-ImageBuilder-ar71xx-
generic.Linux-x86_64/packages/base
# for WNDR4300

cp shadowsocks* ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/packages/base

A scp E il B OpenWr t i FH 25 /tmp, HEAT L opkg install

shadowsocks-1libev_2.4.3 ar71xx.ipk 22%§iro

2%

e http://wiki. openwrt. org/doc/howto/buildroot. exigence


http://wiki.openwrt.org/doc/howto/buildroot.exigence

http://wiki. openwrt. org/doc/howto/build
https://github. com/shadowsocks/shadowsocks—1ibev
http://sourceforge. net/projects/openwrt—
dist/files/shadowsocks—1ibev/

https://0066. in/archives/312


http://wiki.openwrt.org/doc/howto/build
https://github.com/shadowsocks/shadowsocks-libev
http://sourceforge.net/projects/openwrt-dist/files/shadowsocks-libev/
https://0066.in/archives/312

B v BB e e B A

B T WA g 48 5 o 2 O B B R AR EEB R R F . iR
Jiikse git clone AIH, fEet ik,




B AC B O

cd ~/Downloads
git clone https://github.com/softwaredownload/openwrt-fanqgiang

BRIABCE M H: openwrt—fangiang/openwrt/default

FEXTRRE B A AC B SCPF A s, DA aR R S Oy Hak 4,

openwrt—fangiang/openwrt/wndr4300



gﬁﬂﬁﬂﬁiﬁ% Plwndr43008% H 28~
T

o AHLEENECE MHHZE, U " /Downloads/openwrt—wndr4300
o SHIERINACE U2 ~/Downloads/openwrt—wndr4300

mkdir ~/Downloads/openwrt-wndr4300

# Linux & BRINAC B S
cp -R ~/Downloads/openwrt-fangiang/openwrt/default/*
~/Downloads/openwrt-wndr4300/

# S| WNDRA3@OHS Hi 2% (1FF & FL B3, R4 SCPF i
cp -R ~/Downloads/openwrt-fangiang/openwrt/wndr4300/*
~/Downloads/openwrt-wndr4300/



1ﬁﬂiﬁﬂﬁiﬁﬁ 9 P Ja WL EL 3 AT LUK
T R L F G 2 B S e
G E‘_Eﬁ&&ﬁﬂﬁtﬁﬁz

~/Downloads/openwrt-wndr4300/etc/shadowsocks.json
~/Downloads/openwrt-wndr4300/usr/bin/shadowsocks-firewall

~/Downloads/openwrt-wndr4300/etc/uci-defaults/defaults

e shadowsocks. json H server 2o AR IR S5 25 52 BR 1P

e defaults wan—username F1 wan—passworddh i

e shadowsocks—firewall ' 1.0.9. 8P AR K RS 28 SR 1P

o ik HE XA, W EFILES= /Downloads/openwrt-wndr4300



5 & X S B A

138 Ui B

5 il [ 2R ) BT 3 e R B — & R &5 #5312 17 shadowsocks R 45 B s s—

Servere.

e etc/dnsmasq. conf X Bdnsmasqlic & 4 H 3%
e etc/shadow BRI HZIIENIL, BRiN&fanqiang
e etc/uci—defaults/defaults BRIA LM E MEFXERE



*F /etc/uci—defaultsH 3

uci—defaults H 3 I U AE#E A8 55 — IR Bl
H/etc/init. d/bootHAT, WAL REM Eexit 0, NWIHAT M
SR Sc, & NAAT I A R, AS I FE R RS B 2k 24T B
BRI

BATEX N H 3 FEIE— ) defaul ts X, XN XHPiIXE EMNS
B, NIXE%,

To set some system defaults the first time the device boots,

create a script in the folder

All scripts in that folder are automatically executed by
/etc/init. d/boot and if they exited with code 0 deleted
afterwards (scripts that did not exit with code 0 are not
deleted and will be re—executed during the next boot until

they also successfully exit).

kim0 & BETTiE (ATUAED -

e shadowsocksfIR %5 Wi W im 1 1098
o AL E: MRS58/ etc/shadowsocks—1ibev/config. json
o UNEEA, BEHI#8H /etc/shadowsocks. jsontd AH N 5 2

o M HI#Eshadowsocks ss—redir WWrimld: 7654
o YA E: HHgs/etc/shadowsocks. json



o WNEE, H#S/usr/bin/shadowsocks—firewalltHdFH M 5
i
e M HI#Eshadowsocks ss—tunnel % Wrim1: 3210
o VHAIE: MHigs/ete/init. d/shadowsocks
o UNEHEY, BSH#Y /etc/dnsmasq. d/gfwlist. confHiAH M 58 2

PA_E b AN FERF s TRe e a, AR E RS Al DLk .

i 1 S BBk O 2 A -

o shadowsocks—firewallfi Tr4EIEH [y &4 K A Hhm 17654

o ss—redirMiPrim 17654, 1Zim I &SI E H ORIk S A iEIE

o dnsmasqfli Al El A B E A B dns B 1) e K A 132103 [

o ss—tunnel T A s 13210, #81% 3w ) dns B 1 3% & 2 H 2RSS
#&11]8. 8. 8. 87 ]



BB A AT LR

chmod
chmod
chmod

chmod

+X

+X

+X

+X

usr/bin

usr/bin/*
etc/uci-defaults
etc/uci-defaults/defaults

*http://wiki. openwrt. org/doc/uci


http://wiki.openwrt.org/doc/uci

\ 7

18 FH Image BuilderZw i H sH 5%
OpenWrt [& 14

Image Builder X iYImage Generator, HJHEIATH] LI {H Hh & ) &
A H I Ze it a3 1 [ 44



FHIER

B-P

qﬁﬁ;OpenWrt H € X 55
BRI}

~

o NEH “root” HJ/'4ix

o HEANBIGIERG H X PIATIEH RS, -
~/Downloads/openwrt

o TEPERR IV EEAT AN BEEE H LA

o MR A Mroot T T EIFAEE TS, 7] H fr& olUs 32 i il

FHJ': sudo chown —R user:user ~/Downloads/openwrt



THES H L& HA R Inage
Builder

e N\ http://downloads. openwrt. org/
o i&FEBinary Releasesif Development Snapshots

o HHEIHIBinary Releases:
http://downloads. openwrt. org/chaos calmer/15. 05/
o Development Snapshots:
http://downloads. openwrt. org/snapshots/trunk/
o IEFE CPURMY, 41 ar7lxx:

http://downloads. openwrt. org/snapshots/trunk/ar71xx/

o 1%¥F Flash 2B, 1lgeneric:
http://downloads. openwrt. org/snapshots/trunk/ar71xx/gener
ic/

AT 2

cd ~/Downloads

wget
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/Openhrt-
ImageBuilder-ar71xx-generic.Linux-x86_64.tar.bz2

tar -xjf OpenWrt-ImageBuilder-ar7lxx-generic.Linux-x86_64.tar.bz2


http://downloads.openwrt.org/
http://downloads.openwrt.org/chaos_calmer/15.05/
http://downloads.openwrt.org/snapshots/trunk/
http://downloads.openwrt.org/snapshots/trunk/ar71xx/
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/

TEA S ERIABIREEC &SRR
openwrt—fanqiangDi H

e git N#openwrt-fanqgiangli H

cd ~/Downloads git clone

https://github. com/softwaredownload/openwrt—fanqgiang
o HEH T Ezip

https://github. com/softwaredownload/openwrt-

fangiang/archive/master. zip

AT H CHFe 2 " /Downloads/openwrt—fangiang


https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/archive/master.zip

5 #illopenwrt—fanqiang B —ﬁﬂﬁ%i@@ﬂ
B X 2openwrt—tlwr2543H X F

AR SO, DU H g A5 45 R, U0 T /Downloads/openwrt-
tlwr2543,

cd ~/Downloads
mkdir openwrt-tlwr2543

cd openwrt-fanqgiang
cp -R openwrt/default/* ~/Downloads/openwrt-tlwr2543/
cp -R openwrt/tlwr2543/* ~/Downloads/openwrt-tlwr2543/

I EE, B HI R E ST openwrt/default/ £ openwrt-
t1wr2543 H @

)7 K w2543 I E XA (Q1R 77 17E) 2 openwrt/t Iwr2543/ %
openwrt—tlwr2543H X T, WHE R K CAFH7E & -

WMRIRETTERATNH , W& Eopenwrt—fanqiang/openwrt H 3k 56
TS AR A S AR SO YE, AR ARG E SO R e e
o VEEICIA AL E NG .



1B TL-WR254 3% HH 25 B0 1% ic B SO
FEEH LT S

openwrt-tlwr2543/etc/shadowsocks.json
openwrt-tlwr2543/usr/bin/shadowsocks-firewall
openwrt-tlwr2543/etc/uci-defaults/defaults

NTITECLE TR, AT RS ASbash 3O E 32 Bie & ST

—VUIEE R EE ML, IRERRULEHSIM—DIEE: T
ImageBuilder, F#OpenWrtiifiy, F#kshadowsocks—libeviifd, [F
Popenwrt-fanqianglifd, ZwiFipk, BUBIREE, JnPEElRgEA1F,
Bob—an Bk, B hhr. SERn] R0 B R D 2RI R
7o

N2 AN H MBS E S BIT, ARRT DARNIE 7R S DR L

Ji. M20155E12HE, mIREHT B st e MBRIME AR R ZARHELL ,
JiE B s #BRAE



#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12-24

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/openwrt-tlwr2543

createdir() {
rm -rf $CONFIG
mkdir $CONFIG

}
copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/tlwr2543/* $CONFIG/
}
setmod() {
chmod +x $CONFIG/usr/bin/shadowsocks-firewall
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
}
modify() {

# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks.json

# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks.json

# local_port
sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks.json

# password



sed -i 's/killgfw/killgfw/' $CONFIG/etc/shadowsocks.json

# method
sed -1 's/aes-256-cfb/aes-256-cfb/' $CONFIG/etc/shadowsocks

# server ip addresss
sed -i 's/1.0.9.8/server_ip/' $CONFIG/usr/bin/shadowsocks-

firewall

# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/shadowsocks-firewall

# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/etc/uci-
defaults/defaults

# ppoe passwonrd
sed -i 's/wan-password/wan-password/' $CONFIG/etc/uci-
defaults/defaults

# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/etc/uci-
defaults/defaults

# root password
sed -i 's/\\nfangiang/\\nfangiang/' $CONFIG/etc/uci-
defaults/defaults

}

if [ "$1" = "createdir" ]; then
createdir

elif [ "$1" = "copy" ]; then

copy

.Jjson



elif [ "$1"
setmod
elif [ "$1"
modify

"setmod" ]; then

"modify" ]; then

else
echo "usage: createdir copy setmod modify"
fi

B b1 s B i B S i

./config-tlwr2543.sh createdir
./config-tlwr2543.sh copy
./config-tlwr2543.sh setmod
./config-tlwr2543.sh modify



M

1 %€ OpenWrt TG 2% % H1 28 I PROFILE/

cd OpenWrt-ImageBuilder-ar71lxx-generic.Linux-x86_64

make info

K2 H S, R Z  TP-LINK TL-WR2543N/ND , ‘B
PROFILE{H A& TLWR2543. 1 KA :

TLWR2543:
TP-LINK TL-WR2543N/ND

Packages: kmod-usb-core kmod-usb2 kmod-ledtrig-usbdev




T BRI N 28 & 3 OpenWr t [E 44
(&)

XfF-TP-LINK WR2543JC26 % s >R i, 1) LLIXAEIREL

echo $(wget -qO0 -
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/config |
sed -ne 's/"~CONFIG_PACKAGE_\([a-z0-9-]1*\)=y/\1/ip")

H1F OpenWrt JFRARF G ER, AN A RCAS (1 2t A n] g AN [ Y

2015-12-24 ) FERE AL .



base—files busybox dnsmasq dropbear firewall fstools
jsonfilter libc libgcc mtd netifd opkg procd swconfig
ubox ubus ubusd uci usign kmod-ledtrig—usbdev kmod—1ib—
crc—ccitt kmod—nls—base kmod—ip6tables kmod—ipt—conntrack
kmod—ipt—core kmod—ipt-nat kmod—nf-conntrack kmod—nf-
conntrack6 kmod—nf-ipt kmod—nf-ipt6 kmod—nf-nat kmod—ipv6
kmod—ppp kmod—pppoe kmod—pppox kmod—slhc kmod—gpio—
button—hotplug kmod—usb—core kmod—usb—ohci kmod—usb2
kmod—ath kmod—ath9k kmod—ath9k—common kmod—cfg80211 kmod—
mac80211 libip4tc libip6tc libxtables libblobmsg—json
libexpat libiwinfo libjson—c¢ libnl-tiny libubox libubus
libuci ip6btables iptables hostapd—common iw odhcp6c
odhcpd ppp ppp—mod—pppoe wpad—mini iwinfo jshn libjson-—

script uboot—envtools

2014-09-01 3R B ) FE At 41, .



base—files busybox dnsmasq dropbear firewall fstools
jsonfilter libc libgcc mtd netifd opkg procd swconfig
ubox ubus ubusd uci kmod-crypto—aes kmod-crypto—arc4
kmod—crypto—core kmod—ledtrig—usbdev kmod—lib—crc—ccitt
kmod—nls—base kmod—ip6tables kmod—ipt—conntrack kmod—ipt—
core kmod—ipt—nat kmod—ipt—nathelper kmod—ipv6 kmod—ppp
kmod—pppoe kmod-pppox kmod—slhc kmod—gpio—button—hotplug
kmod-usb—core kmod—-usb—ohci kmod-usb2 kmod—-ath kmod—ath9k
kmod—ath9k—common kmod—cfg80211 kmod-mac80211 libip4tc
libip6tc libxtables libblobmsg—json libiwinfo libjson—c
libnl—tiny libubox libubus libuci ip6tables iptables
hostapd—-common iw odhcp6c odhcpd ppp ppp—mod—pppoe wpad-—

mini iwinfo jshn libjson—script uboot—envtools

BRI E A & fEPACKAGES i 4TS 80, FHH N L B4

luci-ssl ipset wget shadowsocks-libev iptables-mod-nat-extra bind-dig

AR openWrt flR A J& ATTITUDE ADJUSTMENT, H®JE¢hn L iptables—
mod-nat—extrafl, UWIEKZIERTEiptablestim i K SN

FE, EHRIEFIE shadowsocks—1ibev SHABERHRIR . ipk X4
% ImageBuilder ] H 3% Fpackages/base/:



# X TLWR2543,DIR505A1:
~/Downloads/OpenWrt-ImageBuilder-ar71xx-generic.Linux-
x86_64/packages/base/

# XI-TWNDR4300:
~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/packages/base/



OpenWrt Image Builderfj=A -4
T8

o PROFILE F7%E W #&RM, LibZ TLWR2543

o PACKAGES 5 & & 4 B3k [ 1 ) 0

o FILES #& & B 4w Pt b1 8 3 2 O, W44 okl B AT,
~/Downloads/openwrt—t1wr2543



46 4m PEOpenWrt B 2 B 15 [ 14

cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-generic.Linux-x86_ 64

make image PROFILE=TLWR2543 PACKAGES="base-files busybox dnsmasq
dropbear firewall fstools jsonfilter libc libgcc mtd netifd opkg
procd swconfig ubox ubus ubusd uci usign kmod-ledtrig-usbdev kmod-
lib-crc-ccitt kmod-nls-base kmod-ip6tables kmod-ipt-conntrack kmod-
ipt-core kmod-ipt-nat kmod-nf-conntrack kmod-nf-conntracké kmod-nf-
ipt kmod-nf-ipt6 kmod-nf-nat kmod-ipv6 kmod-ppp kmod-pppoe kmod-pppox
kmod-slhc kmod-gpio-button-hotplug kmod-usb-core kmod-usb-ohci kmod-
usb2 kmod-ath kmod-ath9k kmod-ath9k-common kmod-cfg86211 kmod-
mac80211 libip4tc libip6tc libxtables libblobmsg-json libexpat
libiwinfo libjson-c libnl-tiny libubox libubus libuci ip6tables
iptables hostapd-common iw odhcp6c odhcpd ppp ppp-mod-pppoe wpad-mini
iwinfo jshn libjson-script uboot-envtools ipset wget shadowsocks-
libev-polarssl luci-ssl" FILES=~/Downloads/openwrt-tlwr2543

I 1R 0 H T[54+ 4F ImageBuilderJbin/ar71xx/ H3X T »

# X T TLWR2543,DIR505A1:
~/Downloads/OpenWrt-ImageBuilder-ar71xx-generic.Linux-
x86_64/bin/ar71xx/

# %I TWNDR4300:
~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-x86_64/bin/ar71xx/

Fref B E R 212 ... sysupgrade. bin, bl openwrt—ar71xx—
generic—tl-wr2543-vl-squashfs—sysupgrade. bin



AR G XA [ 2E R FETP-LINK WR2543N, 5 5 B% 2% 5 J5 b fe 4 15 B 4
IR L



Jll 3 5% [ 14 J5 B B ;R & % OpenWrt

T [ B A B e JE . HUAWE G228 eastking—t1wr2543,
NG L] FH 240 fangiang BRI HI 28 o

o ssh&Fopenwrt & HE% A% :

ssh root@192.168.1.1

o MIVEBEFITIT192. 168. 1. 183
PLJE BtOpenWrt H (n) @1, A] DLE Bl b X AN B RS [ 445 XOnT PAAE Y i
TR T s

2%

e http://wiki. openwrt. org/doc/howto/obtain. firmware. generat
e

e https://wiki. openwrt. org/doc/howto/build


http://wiki.openwrt.org/doc/howto/obtain.firmware.generate
https://wiki.openwrt.org/doc/howto/build

gnqe]
b
(

RAIRHITC L 2 A A —FE, & TP-LINK wr2543N v1, /RA
MHE YRR, AR DN IR S 3 a0 A, e a R A
X E T, Snl LE 3.

1E T AR OpenWrt [ 45T, FIRABAZFERI R E 77, &R E I
shadowsocks—1ibeviR 55 ¥, FH6EH BN HEF 2 2. HiRom
W, BINLA RS, XU B AR .

] B\ T 4w 2 B OpenWr t #H
for TP-LINK WR2543N

4 shadowsocks—1ibev)

™ \¢rl
I (4]

Dr

N\

Z A H 2 EOpenWrt trunkfi il F: luci—ss]l wget shadowsocks—
libevBIEHTHR, AR EHBIPECE, BA O INFHEAAE T N2



1\(!

BN &

o ZFEFH B ) OpenWrt FH5E Bl & A4
(https://github. com/softwaredownload/openwrt—

fanqiang/tree/master/openwrt

o A H 2t shadowsocks IR 55 Ui i & SCAF


https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt
https://github.com/softwaredownload/openwrt-fanqiang/tree/master/ubuntu

T #0penWrtE Y for TP-LINK
wr2543N

B B AE T #

https://software—download. name/2014/openwrt—ar71xx—generic—

t1-wr2543-vl-squashfs—sysupgrade-bin-with—shadowsocks/

Tiiﬁﬁﬁi%gﬁ?%ELHNJntu: ~/Downloads/openwrt-ar7lxx-generic-tl-wr2543-v1-

squashfs-sysupgrade.bin


https://software-download.name/2014/openwrt-ar71xx-generic-tl-wr2543-v1-squashfs-sysupgrade-bin-with-shadowsocks/

= il OpenWr t [&] 14 21 2% B 28

scp ~/Downloads/openwrt-ar7lxx-generic-tl-wr2543-vl-squashfs-
sysupgrade.bin root@192.168.1.1:/tmp/



G 3 OpenWrt g 4%, FFEF KD
s

& IEH

ssh root@192.168.1.1
root@openWrt: cd /tmp/
1s



H ZOpenWrt [E4F (ANRE FRACE)

root@OpenWrt:/tmp# sysupgrade -n openwrt-ar7lxx-generic-tl-wr2543-vi-

squashfs-sysupgrade.bin



BHSRERE, HNERD LML
eastking—-wr2543

ssh&F I B E:

ssh root@192.168.1.1

iﬁ‘ﬁ)\?ﬁﬁ% fangiang B

I R IR



deeadeeadeeadeeedeeedeeedceeaaeeadeeadeeadeetteeereeeaceeed
@  WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

(EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEELEELLLLLLARLRRRRRRRRRRRER

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle

attack)!

It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is

cf:c5:12:34:56:0b:4d:1c:56:48:6a:87:04:cf:b8:83.

Please contact your system administrator.

Add correct host key in /home/openwrt-fanqiang/.ssh/known_hosts to

get rid of this message.

Offending RSA key in /home/openwrt-fangiang/.ssh/known_hosts:3
remove with: ssh-keygen -f "/home/openwrt-

fanqgiang/.ssh/known_hosts" -R 192.168.1.1

RSA host key for 192.168.1.1 has changed and you have requested

strict checking.

Host key verification failed.

f R IR E e T IR TR LA 2

ssh-keygen -f "/home/openwrt-fanqgiang/.ssh/known_hosts" -R
192.168.1.1

e /etc/shadowsocks. json
o server WAl AR I IR 55 7 SEBR TP
e /etc/config/network
o wan—username Fll wan—passwordhiil

e /usr/bin/shadowsocks—firewall



o 1.0.9. 8UIHSUSARII AR S 2% L FRIP

SRR 7 HARBRNE, 1 BATIEBOHN S . AN BB BT ER
WH, PASEE— IR



AT BT ar B B A B

root@OpenWrt:~# /etc/init.d/shadowsocks stop
root@OpenWrt:~# /etc/init.d/shadowsocks start
root@openWrt:~# /etc/init.d/network restart

Mk — T2 LAER iAo 1

AHIE L EgithubFYE, WM UGH, #HEbug:

https://github. com/softwaredownload/openwrt—fangiang


https://github.com/softwaredownload/openwrt-fanqiang

®{4-Netgear WNDR4300m!|OpenWirt
RS HE

M {ENetgear WNDR43005&1R 2 W A HESE 1Y AT il OpenWRT [ 16 £ 4% HH 2%

WNDR4300G v1AIv2HI X ), H B EAT &S & v IR

easiking status~ System~ Network~ Logout

Status

System
Hostname eastking
Model NETGEAR WNDR4300
Firmware Version OpenWrt Designated Driver r47929 / LuCl (git-15.351.05963-967bb1f)
Kemel Version 4.1.13
Local Time Tue Dec 22 10:39:19 2015
Uptime 13h 12m 4s
Load Average 0.08, 0.04, 0.05

Memory
Total Available 91060 kB /125200 kB (72%)
Free 87472 kB /125200 kB (69%)

Buffered 3588 kB /125200 kB (2%]



] {Netgear WNDR4300TC4: & HH 2= 1)

o ilOpenWrt 7 f. MWL), FXEHE M A] PLEE R OpenWrt
WNDR4300 4 i A~ 4Buboot, RINLEL G 224

BECFRCE = AN, RN EAN40 B LA ER A )
TG 550, 150°F I ENEARTE 5 IA

o H—/ USB #10, mIUAHH K&




7]

P HNetgear WNDR4300HE 171415 B

TIRXH, 300+450Mbps o gkidi$z, 2. 4GHMISGILZAE 5 AT LA[R] I 4
Fi, 1000Mbpsf w1, WESKZ (PIRLGH=1R2.46) , KH

Atheros AR93444bBHEEE, ANZE550MHz, 128M DDR2NAFE, 128M ROM,
USBR R 45 3 AT 3, A wifiJF et ] LS R LR (5 5

Version vl

CPU Atheros AR9344 rev2 560MHz MIPS 74Kc V4.12
Ram 128MiB

Flash 128MiB NAND

Network 1 WAN + 4x LAN (GBit)

Wireless AR9580 [an 3x3:3] + AR9344 [bgn 2x2:2]
USB Yes



unfr] I SE N {4ENetgear WNDR4300 2%
% B as

H a3 B & R R — 229976, TBI KZ12807G




2755 R

e Netgear WNDR4300 OpenWrtE MWiki
e Windows FNetgear WNDR4300|OpenWrt[#H]{4-PDFZFE by Foik
o gy408Tii % 14 B[kl 14 for WNDR4300

¢ 18] B2 ) 2% 28 Wl OpenWr t [ R B0 135 A2

https://github. com/softwaredownload/openwrt—fanqgiang

TE 28 7 520penWr t BRI 15 B8 88 HUFE

https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://wiki.openwrt.org/toh/netgear/wndr4300
https://software-download.name/2015/netgear-wndr4300-shua-openwrt/
https://github.com/gygy/gygy.github.io
https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details

T & B OpenWrt Image
Builder for M/{4Netgear
WNDR43008% H 25

T #0penWrt ImageBuilder® & —Fiik$e: A2 KAT WA 58T trunk
A o




OpenWrt ImageBuilder for M4
Netgear WNDR4300%25E RATHRHI T K

HEANMHE:  http://downloads. openwrt. org/

WAERZ20154F12H22H, AILLE 2:

Chaos Calmer 15. 05
Released: Fri, 11 Sep 2015

WNDR4300&NAND N AF-, 1 NI TH] Y M 3B T 253& A WNDR4 300 )
ImageBuilderfa € KATHR :

http://downloads. openwrt. org/chaos calmer/15. 05/ar71xx/nand/

FAR P REE RAT hi o B B shRl B [ 0, AR R, R RSSO trunk il
HUBA ST T o ASERE I A2 trunk i,


http://downloads.openwrt.org/
http://downloads.openwrt.org/chaos_calmer/15.05/ar71xx/nand/

OpenWrt ImageBuilder for M4
Netgear WNDR4300%:# trunkhx ¥ T
Linux F, F#ETH—EERIEES] ~/Downloads, TAE#EDownloads
Hx¢, T, LM PEW i {8,

cd ~/Downloads

wget
http://downloads.openwrt.org/snapshots/trunk/ar71xx/nand/OpenWrt-
ImageBuilder-ar7l1lxx-nand.Linux-x86_64.tar.bz2

tar -xjf OpenWrt-ImageBuilder-ar71xx-nand.Linux-x86_64.tar.bz2



W {ENetgear WNDR4300HE H 28 52 4 {8
1128 M W AFHIE

Frubi M firmwared hnoeM, 5e4{#F128M flash, PASZEL WNDR4300
H 2% overlayZ)[X K-T-90MBII )

fElinux A viar&n] DR DT (b A AME oks € 745

o rFK23552k, FAli121856k
o XK25600k, F#Ak123904k

TR viRAE L



cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/target/linux/ar71xx/image
cp Makefile Makefile.bak

vi Makefile

#change ubi size to 121856k
# search

/23552k

# delete word

dw

# insert

i

121856k

#tchange firmware size to 123904k
/25600k

dw

i

123904k

##Save and exit
Y4

1B B R A2 X FE

wndr4300_mtdlayout=mtdparts=ar934x-nfc:256k(u-boot)ro,256k(u-boot-env)ro,256k(caldata),512k(pot),

2048k (language) ,512k(config),3072k(traffic_meter),2048k(kernel),121856k(ubi),123904klgox6co000(fir
mware) ,256k(caldata_backup), - (reserved)




i E M1Netgear WNDR43003E H 281
PROFILEH

cd OpenWrt-ImageBuilder-ar71xx-nand.Linux-x86_64

make info

TE & FHEH—17 %778, PROFILE{H ZWNDR4300:

WNDR4300:
METGEAR WNDR3700v4/WNDR4300

Packages: kmod-usb-core kmod-usb-ohci kmod-usb2z kmod-ledtrig-usbdev



B 58 D% S 7 H 45 1% WNDR4300 5%

e B0 5 A4 BRI R
1. fELinux Fia{T< H3RNEME:

echo $(wget -q0 -
http://downloads.openwrt.org/snapshots/trunk/ar71xx/nand/config | sed
-ne 's/~CONFIG_PACKAGE \([a-z0-9-]*\)=y/\1/ip"')

R

base—files busybox dnsmasq dropbear firewall fstools
jsonfilter libc libgcc mtd netifd opkg procd swconfig
ubox ubus ubusd uci usign kmod—lib—crc—ccitt kmod—
ip6tables kmod—ipt—conntrack kmod—ipt—core kmod—ipt—nat
kmod—nf-conntrack kmod—nf-conntrack6 kmod—nf-ipt kmod—-nf-
ipt6 kmod—nf-nat kmod—ipv6 kmod—ppp kmod—pppoe kmod—pppox
kmod—slhc kmod—gpio—button—hotplug kmod—spi-bitbang kmod-—
spi—gpio kmod—ath kmod—ath9k kmod—ath9k—common kmod-—
cfg80211 kmod—mac80211 libip4tc libip6tc libxtables
libblobmsg—json libexpat libiwinfo libjson—c libnl-tiny
libubox libubus libuci ip6tables iptables hostapd—common
iw odhcp6e odhepd ppp ppp—mod—pppoe wpad—mini iwinfo jshn

libjson—script procd—nand ubi-utils uboot—envtools



2. IREXENetgear WNDR43005E H 2840 40

make info

Current Target: "ar71xx (Generic devices with NAND flash)"

Default Packages: base-files libc libgcc busybox dropbear mtd uci
opkg netifd fstools kmod-gpio-button-hotplug swconfig kmod-ath9k
wpad-mini uboot-envtools dnsmasq iptables ip6tables ppp ppp-mod-pppoe
firewall odhcpd odhcpé6c

Available Profiles:

WNDR4300:
NETGEAR WNDR3700v4/WNDR4300
Packages: kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-ledtrig-

usbdev

A m e _E M fDefault PackagesfIWNDR4300 Packages. = HEHEF
fa, F-ZFidnsmasq,

3. MNHEEXE

ipset wget libopenssl shadowsocks-1libev luci-ssl iptables-mod-nat-

extra bind-dig dnsmasq-full

Dnsmasq 2t DNS ZZ4#A1 DHCP ARS-IhfE. VE NI 4 it iR 5525
(DNS) , dnsmasqm] PIEITEELE DNS 175 3R SR H mont 1 ial i 4 X 1k 1) 3% 2
THEE. YEADHCP ARZ52%, dnsmasq A] PAA fepdsk ) B A B2 145 P4 X 1 p i
A .



BRIAdnsmasq AbasefiiA, IZAAAS GEXTRF € I 44 bbb AT PRic
B (RN ERATRE B0 — e e 44 W twi tter AT ARIE) » HONTEIN
5 KA dnsmasq—full

luci—ssl & RM TS PRS2y, 2038 5] DA
https://192.168. 1.1 & 3xWNDR43001% H #&

bind—dig®] LA RIS 4 it b

shadowsocks—1ibev FEE F £


https://192.168.1.1/

“mi¥shadowsocks—1ibev ipk for
M 1Netgear WNDR4300E% HH 25

A A OpenWr t i A T 9w PE i) shadowsocks—1ibev ipk— M & A Beid
. ELunIAE FH B2 trunk i B OpenWrt, 41548 FHOpenWrt Chaos
Calmer 15.05 F4iiEH)shadowsocks—libev, HJREZIEGIRAARE S
5l

AT 3R 5 g i HH B BE [A 44, HoAshadowsocks—1ibevAZ R ANdwiF, M
sourceforge I FE M), Wl L& )5, shadowsocksE 2w A H3IG
8, 1847/usr/bin/ss—redir, REERAHLIZANIA, HSLSCRAE
1, REAHE. Frih, &Fidks2 3179 PEshadowsocks—1ibev,

HEMRIUE, LT ARMEHroot F - ki


https://wiki.openwrt.org/doc/howto/build

#ii¥Eshadowsocks—1ibev ipkZ&HH

G RIS R AFE: % tshadowsocks—1ibev for OpenWrt ipkZ/
2 X3)

N A EAELinux N ERAE.



cd ~/Downloads

git clone git://git.openwrt.org/openwrt.git

pushd package
git clone https://github.com/shadowsocks/shadowsocks-1libev.git

popd

cd ~/Downloads/openwrt
./scripts/feeds update -a

./scripts/feeds install -a

make defconfig
make prereq

make menuconfig

# Target System: Atheros AR7xxx/AR9XXX

# Subtarget: Generic device with NAND flash

# Target Profile: (BFRATARHIFM, XDHLIAILE)

# Network, i%E#fshadowsocks-libev-openssl F1 shadowsocks-libev-
polarssl, #ZmiE AYmFEMILipk 3t

# Save && Exit

# XA T
make tools/install && make toolchain/install

# HFiG4gm vk

make V=99 package/shadowsocks-1libev/openwrt/compile



.config - OpenWrt Configuration

OpenWrt Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]

I Target System (Atheros AR7Txxx/AR9XXX ---=>

subtarget (Generic devices with MNAND flash) ---=
Target Profile (NETGEAR WNDR3700v4/WNDR4300) --->
Target Images --->
Global build settings --->

] Advanced configuration options (for developers) ----

] Build the OpenWrt Image Builder

] Build the OpenWrt SDK

] Package the OpenWrt-based Toolchain

] Image configuration ---=

<Select> < Exit > < Help > < save >l < Load >

I SCMHEAE openwrt/bin/ar71xx/packages/base/ HxF, FEHEEH:

shadowsocks-1ibev_2.4.3 ar71xx.ipk
shadowsocks-1ibev-polarssl 2.4.3 ar71xx.ipk
libopenssl 1.0.2e-1_ar71xx.ipk

libpolarssl 1.3.15-1 ar71xx.ipk

AT A 1 pk#F & #1 2] ImageBui lderfflpackages/base HF

cd ~/Downloads/openwrt/bin/ar71xx/packages/base/
cp * ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/packages/base




\ 7

b5

B M14-Netgear WNDR4300%
e B O

TR T, X b R e

9=, PNEARIUHo openwrt-fanqiang; &l E X B E S
4

RN LAlinux R4 ~/Downloads F#:AE 4 .



TEA BN\ EC &S
openwrt—fanqiangDi H

e git N#openwrt-fanqgiangli H

cd ~/Downloads git clone

https://github. com/softwaredownload/openwrt—fanqgiang
o HH FEzip M

https://github. com/softwaredownload/openwrt-

fangiang/archive/master. zip

AT H CHFe 2 T /Downloads/openwrt—fangiang


https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/archive/master.zip

5 #illopenwrt—fanqiang B —ﬁﬂﬁ%i@@ﬂ
B X 2openwrt—wndr4300H X F

AR SO, DU H g A5 45 R, U0 T /Downloads/openwrt-
wndr4300.

cd ~/Downloads

mkdir openwrt-wndr4300

cd openwrt-fanqgiang
cp -R openwrt/default/* ~/Downloads/openwrt-wndr4300/
cp -R openwrt/wndr4300/* ~/Downloads/openwrt-wndr4300/

I EE, B HI R E ST openwrt/default/ £ openwrt-
wndr4300 H &

R B twndr4 300 I E X2 openwrt,/wndr4300/ %)
openwrt-wndr4300 H3x &, WHA A4 3 7E 55

WMRIRETTERATNH , W& Eopenwrt—fanqiang/openwrt H 3k 56
TS AR A S AR SO YE, AR ARG E SO R e e
o VEEICIA AL E NG .



B MiNetgear WNDR4300HHKEAD B 44
X B KT SO

openwrt-wndr4300/etc/shadowsocks.json
openwrt-wndr4300/usr/bin/shadowsocks-firewall
openwrt-wndr4300/etc/uci-defaults/defaults

NTITELLE TR, AT RS ASbash 3O E 32 Bie & ST

—VUIEE R EE ML, IRERRULEHSIM—DIEE: T
ImageBuilder, F#OpenWrtiifiy, TF#ishadowsocks—1ibev{ifd, [{]
Popenwrt-fanqianglifd, ZwiFipk, BSUBIREE, JuPEERg EA1F,
Bb o Bk, B hhr. SERn] O R B D 2RI R B
T

N A HAMESECE SR, A AT PURIE 7 EAE DR L
Ji. M20155E12HE, mIREHT B st e M BRIME AR R Z AR HELL ,
JiE B s A

config—wndr4300. sh:



#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12-20

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/openwrt-wndr4300

createdir() {
rm -rf $CONFIG
mkdir $CONFIG

}
copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/wndr4300/* $CONFIG/
}
setmod() {
chmod +x $CONFIG/usr/bin/shadowsocks-firewall
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
}
modify() {

# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks.json

# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks.json

# local _port
sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks.json

# password



sed -i 's/killgfw/killgfw/' $CONFIG/etc/shadowsocks.json

# method
sed -1 's/aes-256-cfb/aes-256-cfb/' $CONFIG/etc/shadowsocks

# server ip addresss
sed -i 's/1.0.9.8/server_ip/' $CONFIG/usr/bin/shadowsocks-

firewall

# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/shadowsocks-firewall

# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/etc/uci-
defaults/defaults

# ppoe passwonrd
sed -i 's/wan-password/wan-password/' $CONFIG/etc/uci-
defaults/defaults

# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/etc/uci-
defaults/defaults

# router login password for root

sed -i 's/\\nfangiang/\\nfangiang/' $CONFIG/etc/uci-
defaults/defaults
}

if [ "$1" = "createdir" ]; then
createdir
elif [ "$1" = "copy" ]; then

.Jjson



copy

elif [ "$1" = "setmod" ]; then
setmod

elif [ "$1" = "modify" ]; then
modify

else

echo "usage: createdir copy setmod modify"
fi

config-wndr4300. shf# F§ 5
iﬁﬂiﬂgfﬁj

server_ip
wan-username

wan-password

I RAREEE M, SO =T AT 1, A LA R 2

E
e UE -

router login password for root

wifi password

HAlE — A ORFFERME AT L T

B % config-wndr4300. shff~ /Downloads H3E &, 81T

ot I A

FI

e ] FL 14 1 55 7



cd ~/Downloads

sudo chmod +x config-wndr4300.sh
./config-wndr4300.sh createdir
./config-wndr4300.sh copy
./config-wndr4300.sh setmod
./config-wndr4300.sh modify



4% OpenWrt B shBIRE E 4 for
M 1Netgear WNDR4300E% HH 25

LN H AP, — U, Pk BT 6% PeNetgear
WNDR4300% R 4= H Z)EHE% [ A4F 1,




4

9w OpenWrt B 3 HH 15 [E 1+ 50 K R 4t
i

sudo apt-get update
sudo apt-get install git-core build-essential libssl-dev libncurses5-

dev unzip



OpenWrt Image Builderfj=A -4
T8

o PROFILE fRE KA, IuAbZ  WNDR4300

o PACKAGES & & 224 PR3 [F 1 1

o FILES #& & B 4w Pt b1 8 3 5 O, W44 ki B AT,
ERINH 3%: ~/Downloads/openwrt-wndr4300



469713 OpenWrt B sh RIS B4 for
M{4Netgear WNDR43005% H 2%

_‘/Q"\:

2

cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-x86_64/

make image PROFILE=WNDR4300 PACKAGES="base-files busybox dropbear
firewall fstools jsonfilter libc libgcc mtd netifd opkg procd
swconfig ubox ubus ubusd uci usign kmod-lib-crc-ccitt kmod-ipv6 kmod-
ipétables kmod-ipt-conntrack kmod-ipt-core kmod-ipt-nat kmod-nf-
conntrack kmod-nf-conntracké kmod-nf-ipt kmod-nf-ipt6 kmod-nf-nat
kmod-ppp kmod-pppoe kmod-pppox kmod-slhc kmod-gpio-button-hotplug
kmod-spi-bitbang kmod-spi-gpio kmod-ath kmod-ath9k kmod-ath9k-common
kmod-cfg80211 kmod-mac80211 libip4tc libip6tc libxtables libblobmsg-
json libexpat libiwinfo libjson-c libnl-tiny libubox libubus libuci
ip6tables iptables hostapd-common iw odhcp6c odhcpd ppp ppp-mod-pppoe
wpad-mini iwinfo jshn libjson-script procd-nand ubi-utils uboot-
envtools base-files libc libgcc busybox dropbear mtd uci opkg netifd
fstools kmod-gpio-button-hotplug swconfig kmod-ath9k wpad-mini uboot-
envtools kmod-usb-core kmod-usb-ohci kmod-usb2 kmod-ledtrig-usbdev
ipset wget libopenssl shadowsocks-libev luci-ssl iptables-mod-nat-
extra bind-dig dnsmasq-full" FILES=~/Downloads/openwrt-wndr4300

2 PN A -
opkg install cmd: Cannot install package kmod—ipv6

#% % kmod—1ipv6 /)5 g



G L 1) ) 2] 4 -

~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-x86_64/bin/ar71xx/

>~ EP@{%/(\:

openwrt-ar71lxx-nand-wndr4300-ubi-factory.img

openwrt-ar71xx-nand-wndr4300-squashfs-sysupgrade.tar

AR T A A E AR, img A% tar %3l H img #&
HREEM tftp WIJNVEBATRIA . 1 tar WA BRIEL SRl 1 Openwrt ]
WEB 2k 1T Rl

HR o g PR IR AL EE

1. Build dependency: Please install the openssl library

(with development headers)

For Centos:

yum install openssl-devel

For Ubuntu:

sudo apt-get install libssl-dev

2. Unable to open feeds configuration in line 42



ﬁﬁﬁﬁ svn co svn://svn.openwrt.org/openwrt/trunk/ 1:§£}Eiﬁiﬁﬁf%
R 7151 18 B IX A 7]

configure: error: you should not run configure as root

(set FORCE UNSAFE CONFIGURE=1 in environment to bypass
this check)

See config. log’ for more details

R MBS TR B BON E G, Bk 7 44 2 ubuntu

sudo chown -Rv ubuntu /home/ubuntu/openwrt

‘giﬁiﬁﬁiéﬁf make



P {ENetgear WNDR4300EE H 2% /B
:fllOpenWrt B B 1% [#& 44

P AR B BE [ A% = img tar B X )

it

openwrt-ar71lxx-nand-wndr4300-ubi-factory.img

openwrt-ar7lxx-nand-wndr4300-squashfs-sysupgrade.tar

WA IEL TR, —FFN ... ubi-factory. img ¥4I, —FhA

.. squashfs—sysupgrade. tar ¥, FHT img X REEH tftp K
JNERIA . 1 tar R agi@EN R 7 Openwr t FIWEBS R AT I « T I 47
AU A AS [E] BRI 7%

tEtpl B T7 3, AVE FEORRE A2 23, AR AT Pl

factory. img



M H-Netgear WNDR43008% H 25 3k N\ P&k
=R W RS

o SIS s FLIE

o M AR5, BRHARIY) T & IS 5 AL N 5 L
(Restore Factory Settings button)

o JTJEHIEITR

o WMELHJRLT (LB PRFEFI%{ERestore Factory SettingsZ4l A%
P, BRI H B REZR fENE RS )
ks CadtNB T TFTPEEHRERX D




Linux FNetgear WNDR43005% H &%
t £t p il B 15 [ 14

o & FELN FH M 43RS A 1 LANI, A Zwanl. E47Netgear
WNDR4300 ftwan [ 42 35 {4, ]

o W HLN A A HIEREIPWE Ny 192.168. 1. X (Ubflth IPHidE & B N
192.168.1.2 ) , FMHIL N 255. 255. 255. 0, MFKN
192. 168. 1. 1

o MEHIARHEANK I

o MR HE SR 22K 28

I

ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

Warning: time of day goes back (-3646479862160196504us),
taking countermeasures.

Warning: time of day goes back (-3646479862160196420us),

taking countermeasures.

o [XfFNetgear WNDR4300HE FH %5 il FH 15 [ 14

sudo apt-get install tftp

#  BENREARETE H 3

cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/bin/ar71xx

echo -e "binary\nrexmt 1\ntimeout 6@\ntrace\nput openwrt-
ar71xx-nand-wndr4300-ubi-factory.img\n" | tftp 192.168.1.1



o WEAR/RIT, UHER TR, SR80 AL, WA HZNES
GEmOERs, VIZ)KdETale) « W&EERE, B3R
oI, — o EENLE R R e T R . L, SR RE
WA LG EANEBUG, HAthopenwrt 2 —FE) . BRI
factory. imgHPEIiX A



Windows FNetgear WNDR43003% HH 2%
t £ tpll B 55 [F] 14

o JAHtftp. Windows 10°F: =ElHAR, Fra sk, 2
hRe, Jo BRI WindowsTifgE, AR “TFTP” & i

o Y& FELN FH M 2 FE 21 A5 () LANI

o W HN A IEREIPY B N 192.168. 1. X (Mflrh IPHubEE B Ky
192.168.1.2 ) , TMHAL KN 255.255.255.0, MF192.168. 1.1

o FEHIANEE MK E R

o MARETELDIMHHAS: ping 192.168. 1.1

o M {:Netgear WNDR4A30O0RE HH v il Fi 55 [ 14

4

o 1%Windows+R, % A cmd I Bl 420 H @y 24T FE T

o i openwrt—ar7lxx—nand-wndr3700v4-ubi-factory. imgft

cd C:\
tftp -1 192.168.1.1 put openwrt-ar71lxx-nand-wndr3700v4-
ubi-factory.img

C:\>tftp —1 192.168. 1.1 put openwrt—ar7lxx—nand-wndr4300-ubi-fac tory

Tlm sfer successful: 6815873 bytes in 3 second(s), 2271957 bytes/s

o MEFRRN, W&ER)G, BHR=ELT, HTFWE. L, &
WU m] BETBEAT ToLRBG



ST VEZHFWNDR4300 il openwrt PDF P SC 2 A%
Windows FNetgear WNDR4300k!|OpenWrt[&E/FPDFEFE by Foik


https://software-download.name/2015/netgear-wndr4300-shua-openwrt/

KX E LR T OpenWrt FY
1484 1 P 14-Netgear WNDR4300

i

Netgear WNDR4300 4w iEHHE & 44
S#% (2015-12-22)

& B (I8

https://software—download. name/2015/netgear-wndr4300—openwrt—
fangiang—gujian/

IR B A ZU R 412 T WNDRA300 RS FH#% OpenWrt 4 H ZhHRG[E A, JEH
Wt 17 Eg AR, R —VIEY, @il LRREHShEE 1. 83A4A%
i, MEGFHBRBN— NRE.

PRUAIS B ComPERIBE FEE, NE 7 AEE R INetgear WNDR43002%
HH 28 B [ A gt 7 B ehAs, A I F s o —EeE 4 RE E BhiEl

B4

A BRSBTS o


https://software-download.name/2015/netgear-wndr4300-openwrt-fanqiang-gujian/
https://github.com/softwaredownload/openwrt-fanqiang

>

&

LB FOLR T OpenWrt BkG

K1 {4ENetgear WNDR4300ES HH 25

FH R 200 #2 LI R 256 ] 2, R LI ) ARSI RR TP i B

192. 168. 1.2, FM#EIL A 255. 255. 255. 0, RN

o MITTBFHNE: https://192.168. 1.1
e ssh&k: root @192.168. 1.1

o BRINEFXEIY: fangiang

(55

192.168. 1.1


https://192.168.1.1/

Linux F ssh& 3 WNDR4300E% B 58 3:4&
B

eastking@ubuntu:~$ ssh root@192.168.1.1
root@192.168.1.1's password:
BusyBox v1.24.1 (2015-12-18 16:02:57 CET) built-in shell (ash)

Author:
https://github.com/softwaredownload/openwrt-fangiang

# server_ip

root@openWrt:~# vi /etc/shadowsocks.json

# server_ip
root@OopenWrt:~# vi /usr/bin/shadowsocks-firewall

# wan-username, wan-password

root@openWrt:~# vi /etc/config/network

# wifi password, optional
root@openWrt:~# vi /etc/config/wireless

WRARIBEMN T ABFEER I\ B shadowsocks local port#itunnel port,
B/ ete/dnsmasq. d/ N AH I AR A B 15 .



AT PL T ar B 2 A B

root@0openrt
root@0openrt
root@0openrt
root@0openrt

:~# /etc/init.d/shadowsocks stop
:~# /etc/init.d/shadowsocks start
:~# /etc/init.d/dnsmasq restart
:~# /etc/init.d/network restart



D-Link DIR-505%% H 28 flOpenWirt
il 4 B 1 B

BT IR 454 TP-LINK TL-WR2543N RHaEIss 5 577, I+
W JE IR A HEFTP-LINK TL-WR2543N, i A& KN T3k IE 1A XA %

o %% ], W)FE A HBRE RS e LA 5 L. (Hi S
BmaRT, S EAEE, WA ZF K, WRIEE IR EWRT L

FHMIERE, 2fH D-Link DIR-505 5B Hds. BCE M, i
fHH




D-Link DIR 505 @[z E.

Architecture: MIPS 24Kc

Vendor: Atheros

Bootloader: UBoot 1.1.4
System-On-Chip: SoC: Atheros AR9330 rev 1
CPU/Speed: Atheros AR9330 400.000MHz
Flash-Chip: NANYA NT5TU32M16DG-AC
Flash size: 8192 KiB

RAM: 64 MiB

Wireless: 802.11b/g/n

Ethernet: 10/100 full duplex

USB: Yes 1 x 2.0 ar7240-ehci
Serial: Yes - tested working over TTL converter
(3.3Vv1)

JTAG: Nope

52 FEMM RS YR B TP-LINK TL-WR706N 150MER/R 7 T0 28 1% iy 5
AR9331 SOC 2MB Flash/16MB RAM, AHELZ FfaiE k. AT H T
T SEHITP-LINK TL-WR2543N, tH A Z8MB Flash, 64MB RAMN A%,

A, D-Link DIR-505 Hir AFEKERIL, ik OpenWrt R4t H LI
S FRATTRE T PAED-Link A VR A 2R HT B4, m] PLidE A\ OpenWrt )
Wk SR T [ 4, TS 2 B 4 I B HE AR



WL D-Link DIR 505 Al
WA RD-Linkd) 2 T, WIE NHEM 4. DIR-5052 M L2 —K
D-Link®% %8 .

FRZ20144FE8 H M T D-LinkB FHEANE 2 D-Link DIR 505 Al,
697G, [EfFRRAS: 1.03CN. KT &, & 1 FFIEE, HE597C0.
HEAREN—, #W _FOpenWrt, J7{6HPHEMNBEH =S LM .

¢ 18] B2 1) % 28 il OpenWr t [ 2R B0 135 A2

https://github. com/softwaredownload/openwrt—-fangiang

TE 2% [ 52 0penWr t B B% 2% 1 8 HUFE

https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details

{3k N DIR-505 Kk E R

fE52 2] OpenWirt i BEEEM IR ZACE, AN IR, FIKE B
RO, X EIE N B A R AR

B ERE DIR-505 Mtk &R,



i AD-Link KB

0 DIR-505H1 THEALH MLEIERRERK, WEIFEALN R K IPvaRihly
192.168.0. 12, T #4255, 255. 255. 0, £ 1% B 28 f B T4
resetfl, ML EIRRIT H ISR NIRRT, fatfresetfl. 2A)5E WA
FIFF 192.168.0. 1, X HARAT LA EAL R B2k OpenWrt [l 4,

Plug in your computer to the unit, assign it an ip address of
192.168. 0. 12, and boot the unit up while holding down the
reset. Once the red light starts to blink slowly, release the
reset, and go to 192.168.0.1 on your web browser. From there
you can upload a new image. After successful flashing, you’ 11

” ” .
see a ~Success’ page in your browser.

I [ P e e, BRIl B B3R TP .



HEAN OpenWirt PREHK

FH 0 2205 8% E b R RO EE 262 0K, g FELDG IR O TPvA L 182 B
192. 168. 1. 23

AR IR BT AL, A5 R Sl 2 Ok g e s O T R B WPS
fZAHIE ] LED 87 AT JF AR TRIE A KR o

For the generic failsafe mode you can follow

http://wiki. openwrt. org/doc/howto/generic. failsafe You can
use the WPS button for that. While booting up, just press it
several times until the LED flashes very quick. If you re
still not able to telnet it on 192.168. 1.1 maybe there’s

something wrong on the client—side.

R kmZubuntu B telnet 3N OpenWrt Fi%E root Zh,

telnet 192.168.1.1

telneti® I jGitiX Broot®4iY, H3IEH ssh:

root@OpenWrt:/# passwd

Changing password for root

New password:

Retype password:

Password for root changed by root
root@OpenWrt: /#


http://wiki.openwrt.org/doc/howto/generic.failsafe

XH, BLAZE Ubuntu B Ctrl + Shift + tFHH— 4T, 22
i ssh #EFfZOpenlirt:

ssh root@192.168.1.1

R ssh ZE LT, WEHBEER AR BIHE TLWR-2543N FHEEHFE
—FET

P&, D-Link DIR-505 ff 04K ethl A& 1
ethO.

Other than similar routers (e.g., the TP-Link TL-WR703N), the
D-Link DIR-505 uses the interface ethl rather than ethO. This
means that if you build your own firmware, you must configure
/etc/config/network accordingly (option ifname "ethl’), or

you will not be able to connect later on via Ethernet.

MER telnet EA L, Z3— N HiisshE&Ex,



¥ BD-Link DIR-505kH% R TGLRE
e

WA E LA IERERT, E8F0penWrt, 25 FH M 2R3 d i A K B 2%
EEGER, ARGE. WBELLEEE, #BWin] Pl o iE
& H2%, FES DIR-505 OpenWrtiF4Ti% B .

uci set wireless.@wifi-device[@].disabled=0;

uci set wireless.@wifi-iface[@].ssid="'eastking-dir505"';
uci set wireless.@wifi-iface[@].encryption="psk2+ccmp"';
uci set wireless.@wifi-iface[@].key="icanfly9876";

uci commit wireless;

wifi

WELF LERIR, HUA DA i A IR, R, HsshE
SR I o

2%

e https://forum. openwrt. org/viewtopic. php?id=38742&p=8
e http://wiki. openwrt. org/toh/d-1ink/dir—-505%debricking.
e http://my. oschina. net/umu618/blog/271630


https://forum.openwrt.org/viewtopic.php?id=38742&p=8
http://wiki.openwrt.org/toh/d-link/dir-505#debricking.
http://my.oschina.net/umu618/blog/271630

D-Link DIR-505 Al Ml OpenWrt
. S I:'
| {4 1 FE
D-Link BfH#SE8X ), AREE M OpenWrt [EfF. EHEFID-Link

B E Bl FEJR) M, 163 n 4 2R FEDEFURCN, TR [ A4,
Pl OpenWrt [& £F o




[

TF#D-Link DIR-505 Al EHRRE S
545

S E

e http://support. dlink. com. au/download/download. aspx?
product=DIR-505
o ftp://Tiles.dlink. com. au/products/DIR-505/REV A/Firmware/


http://support.dlink.com.au/download/download.aspx?product=DIR-505
ftp://files.dlink.com.au/products/DIR-505/REV_A/Firmware/

11673 | 2w 2
f, DEFHRCN

=B

(3

7]

A

i — 16t HIgmeEas, A, FARZUbuntu N R R 161t
fill g 4R A GHex, [ 146 2 GHex T FF[H £+

0 DIR505A1_FW109B02.bin - GHex

EA
54
4F
35
00
00
O
05
49
00

52
00
52
30
31
00
F5
02
6D
00

80
60
4E
35
2E
60
98
63
61
6o

e]e]
00
45
41
30
27
80
4c
67
5D

78
00
54
31
39
85
00
69
65
00

0o
00
2D
2D
2E
19
20
6E
00
00

e]¢]
e]¢]
50
33
30
56
e]¢]
75
00
80

00
00
41
00
32
1E
80
78
00
o]0]

10
00
43
00
00
D5
1F
20
00
80

60
60
4B
60
0e
76
FA
4B
60
A9

e]¢]
e]¢]
45
o]]
o]e]
Fo
60
65
o]]
2B

Signed 8 bit: | 51

Unsigned 8 bit: | 51

Signed 16 bik:

-5581

Unsigned 16 bit:

Show little endian decoding

Offset: 0x0

BEURZE AN T

59955

Unsigned 32 bik:

Signed 32 bik:

Float 32 bik:

Float 64 bik:

-2142049741

Hexadecimal:

2152917555

-7.614526e-39

6.518877e-310

Octal:

33

063

Binary: | 00110011
Stream Length: | 8 - |+

| show unsigned and float as hexadecimal



0 DIR505A1_FW109B02.bin - GHex

EA
54
4F
35
00
00
OE
05
49
00

52
00
52
30
31
00
F5
02
6D
00

80
60
4E
35
2E
60
98
03
61
60

00
00
45
41
30
27
80
4c
67
5D

78
00
54
31
39
85
0o
69
65
00

00
00
2D
2D
2E
19
20
6E
0e
00

e]¢]
e]¢]
50
33
30
56
00
75
o]c]
80

00
00
41
010]
32
1E
80
78
010]
o]e]

10
00
43
00
00
D5
1F
20
00
80

60
60
4B
olo}
00
76
FA
4B
0e
A9

e]¢]
e]¢]
45
0]0]
e]¢]
Fo
60
65
o]¢]
2B

48
00
54
00
00
53
D3
72
00
00

4F
00
2D
00
00
96
03
6E
00
00

52
00
-
43
54
D4
31
65
ole}
00

4E
00
49
4E
00

A8l. ...

19
6C
00

eof. ...

Signed 8 bik: 0

Unsigned 8 bik: 0

Signed 16 bit: | 0

Unsigned 16 bik: 0

show little endian decoding

Offset: 0x40

Unsigned 32 bik:

Signed 32 bik:

Float 32 bit:

Float 64 bit:

ALt +SERAE XS [ A4 B AL
PRATAT LS 1] PRk BB T 2002 20y 1633 AR A ] 4«

| 774963200

| 774963200

| 4.024514e-11

| 1.305072e-76

Hexadecimal: | 00

Octal: | 000

Binary: | 00000000

Stream Length: '8 — | +]

| show unsigned and float as hexadecimal

https://software-download. name/2014/d1ink-dir-505-openwrt—

fangiang/


https://software-download.name/2014/dlink-dir-505-openwrt-fanqiang/

mlfe o B 2% Ja BB O [ 1

R S T T T, A IE Lk b e

fEUbuntu | B FEDIR-505 46 HH 45 ) 77 72 DIR-5051% HH#5 tH )~

FRINBCE A JTJEDHCP, By DARRATTZE 25 v i T 50 ¢ B A0 et o 4 1) I B

[ IPvAhIE A R Bk thds.  BRHESHE BRE. A BAIEE S,

1%&$E Edit Connections, iE#Edlink—xxxx, xxxx AN HZEMAC 1DH] )54
fii, Edit..., IPv4 Setings, Methodi%#t ManulaF3l), Addressit#
Add, #'BAddressN192.168.0.2, Netmask 255.255.255.0, Gateway
192.168. 0. 1. b B s Jm Nl AEIE EICEM 4 d] ink—xxxx T .

NS EUGEN http://192.168.0. 1 <HPEE IS, SBOYH, &
J& 2 I 3% LT -

s B %, maadi At B 455, ARE i A AR
B BT E TR, i Browse. .. EARIRAIE ST O 44


http://192.168.0.1/

R FEEAALSBORNUEHM RLEE. E#TAHEN, #RUNEP - RQ AE
RELUNER

NEASES  SHTENMALESEAXBEAAP RAASRGHNIHE REASTLE
=,
L% : | Browse.. | DIRS05A1_FW109B02.bin

Lff

Wy AR AL e ORI, 8RR Oksia] LR OpenWrt [ £F
IE



DIR-505A1 Fl OpenWrt &

% OpenWrt [/ for DIR-505A1

e http://downloads. openwrt. org/snapshots/trunk/ar71xx/gener
ic/
e http://downloads. openwrt. org/snapshots/trunk/ar71xx/gener

ic/openwrt—ar7lxx—generic-dir-505-al-squashfs—factory. bin

DIR-505k0penWr t [& 14

WA TR F 4 _ER) OpenWrt, — &2 F# factory.bin. FA&)5,
LEFF1508F, DIR-505A1K TN L T OpenWrt ¥ [ £

EffHEsaER

LUNESEE :1.09 B #f :2014/June/10
YUiES8EE 1.00CN B8 :2012/5/8

ALEN-REGNESa8REE: s

Wi AE

ER FEEfAAReBERNUFHABLEE. E#TAON , FRUNEP - BRR AE
GEYUNER

MEASESG  ENHANMSTALUTEAIBEAAP, RAASEHANZHS , RERETLH
.

L1g:
| Browse... | openwrt-ar71xx-generic-dir-505-a1-squashfs-factory bin

Lff



http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/openwrt-ar71xx-generic-dir-505-a1-squashfs-factory.bin

e http://my. oschina. net/umu618/blog/268466


http://my.oschina.net/umu618/blog/268466

D-Link DIR-505)8 F T/EHE R FF
x

DIR-505 #8155 2

D-Link DIR-505 fE4EREHELZ RS, ANESGIMNIA—FE, HHNE
MR R — R . R P EASER DIR-505 A1, 5k & A ZFE T i 7
5, BRI RIE =R, R EE)TF, mnl B FH DU FR AR .

Wi bRNG, P22z, wial LLFTJFDIR-505, BT 28740, BIHifa{EIT
K EHERRT, LA FE:






Router B s AAPEL

fi 4% AT L it 48 5 A Router B URIAPRE S, A3 11024 rh 2 H P14
RExF REX AT, Tk FRouter gt HRouter iz, &k FIAPAE 5 HIAP
50, DIR-505 JR) [EfF, RouterMIAPIEF —ANRYLL, 75 E FMEFH,
i LG o A AT R A E . BUERAICZ MR 1 OpenWirt, A4ALXS
PR T 2 O LR E

TEARZFEF, EH T URSE NAPRS, JFEoRARouter/APRYTE N
Routerfy.

fERoutertizUH}, DIR-5051F N Hgsfdi H, A2 L/ENWAN
O, EHEFIADSL Modem. THHEALEL LK T ROEZERIHE L. FiX
PR — R HERE RS LK S,

FEAPRE RIS, 389 AEDIR-505 /T i il A B i1 8%, DIR-505M)7F iz O1E
NLANEVEF,  fir i 5 i 28 FILAN 1 5| H W 263 832 BIIDIR-505.  7EFE1E
W, HEE LY BoANTELH N A .



/etc/rc. local FHE

RN E

rc. local NAFUW R :

GPIO #EHUFF



# Put your custom commands here that should be executed once

# the system init finished. By default this file does nothing.

if [ ! -f /etc/config/backup/network ]; then
cp /etc/config/network /etc/config/backup/
cp /etc/config/wireless /etc/config/backup/
cp /etc/config/firewall /etc/config/backup/
cp /etc/config/dhcp /etc/config/backup/

fi

read_gpio() {

(echo $1 > /sys/class/gpio/export) >& /dev/null
(echo "in" > /sys/class/gpio/gpio$l/direction) >& /dev/null
return ~cat /sys/class/gpio/gpio$l/value’;
}

read_gpio 19;
v=%$?;

read_gpio 20;
v=%$v$?;

read_gpio 21;
v=%$v$?;

read_gpio 22;
v=%$v$?;

read_gpio 23;
v=%$v$?;
case "$v" in

10001) v="router";;

11001) v="repeater";;

01001) v="hotspot";;

11000) v="ap";;

*) v="error";;

esac

/usr/bin/$v



logger working mode: $v

exit o0

JREL: SER O R AR B E SO, A RS UHR E AR R T IR A L B
fF, LAt Bl AL

1t /usr/binH 3k T G @A M T bash XA, HRIE AN [E HIGPTOE 14 A
PIANF SO EARZEFEFH EERNH /usr/bin/routerfll
/usr/bin/apiX A

IR R BT A, B

e https://github. com/softwaredownload/openwrt—
fangiang/tree/master/openwrt/dir505

IRAEFIINS, ATCAE B R8I 2UAM, B o B0 B AAE R

git clone https://github.com/softwaredownload/openwrt-fanqiang

2%

e http://my. oschina. net/umu618/blog/273945


https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/dir505
http://my.oschina.net/umu618/blog/273945

DIR-505 Router =

/usr/bin/router fLChY:



#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2014-08-22

cp /etc/config/backup/* /etc/config/

uci delete network.lan.ifname

uci delete network.lan.type

uci add network interface
uci rename network.@interface[-1]="wan'

uci commit network

uci set network.wan.ifname="'ethl'

uci set network.wan.peerdns=0

uci set network.wan.proto='"pppoe'

uci set network.wan.username='wan-username'’
uci set network.wan.password='wan-password’

uci set network.wan.peerdns=0

uci commit network

# default is no this option
#uci set dhcp.lan.ignhore=0

#uci commit dhcp

uci set wireless.@wifi-device[@].channel=11

uci set wireless.@wifi-device[@].txpower=15

uci set wireless.@wifi-device[@].disabled=0

uci set wireless.@wifi-device[@].country="CN'

uci set wireless.@wifi-iface[@].mode="ap"

uci set wireless.@wifi-iface[@].ssid="'eastking-dir505"'
uci set wireless.@wifi-iface[@].encryption="psk2'

uci set wireless.@wifi-iface[@].key="icanfly9876"



uci commit wireless

wifi

/etc/init.d/network restart



ARAE 1 B -

Seit R E B SR E A H X, A IR B AR TR G
Po&E SCF.  fEfEFHRouter RS, A LB NWANL, XHKfwanft)
interface name & ethl, ZRillanffJinterface name f# [ T ethl,

ZMER
B BT A, TE B

e https://github. com/softwaredownload/openwrt—
fanqiang/tree/master/openwrt/dir505


file:///C:/Users/zhengxingjian/AppData/Local/Temp/calibre_1d8hsyuh/b5aqaxtd_pdf_out/[https:/github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/dir505]

DIR-505 AP #&XEH

/usr/bin/ap 1A



#!/bin/sh

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2014-08-22

cp /etc/config/backup/* /etc/config/

uci set network.lan.gateway=192.168.1.1
uci set network.lan.dns=192.168.1.1
uci set network.lan.ipaddr=192.168.1.234

uci commit network

uci set dhcp.lan.ignore=1
uci commit dhcp

uci set wireless.@wifi-device[@].channel=11

uci set wireless.@wifi-device[@].txpower=15

uci set wireless.@wifi-device[@].disabled=0

uci set wireless.@wifi-device[@].country="CN'

uci set wireless.@wifi-iface[@].mode="ap"

uci set wireless.@wifi-iface[@].ssid="'eastking-dir505"'
uci set wireless.@wifi-iface[@].encryption="psk2'

uci set wireless.@wifi-iface[@].key="icanfly9876"

uci commit wireless

wifi

/etc/init.d/network restart



(W EATEEE

FEAPRE IS, DIR-505)F 242 HIAE VLANIIS Y, %422 21 A1 i 2
IJLANE . B i DIR-505 i Ui i FH #% 1) TPl /2192, 168. 1. 1, WE
DIR-505/]1an M I<Mldns#RA2192. 168. 1. 1, FF1%E DIR-505/% lan
TPHBE 9192, 168. 1. 234,



DIR-505 %% 8% T 5K P BH 15 7 1%
MR b 20 % S B 1 B

L B C 46 ERE eastking—dir505 AIPv4Rbhl 2

192. 168. 1. 235 (AT B haHubl) , & &ML HN

255. 255. 255. 0, WISCHIDNS Ay H 48 i b R1192. 168. 1. 234, HJF 2%
s )5, HMWIE - eastking—dir505 BIw] [ shE LG

JRPH: PADIR-505/F ADNSHR S5, AT LHEDIR-50515% B L5 HH 15 4%
e, BT DFTIR TR M T

B v b %k 4% © 2B

HEL I V2 B IC 215 eastking—dirb05 NDHCPEI T, JEIH: DL EZEKH
PRAENDNSHR S5 %%, e OBk, gl ik E H
RS T .

R AR B B A BE YR, XBF s P PAZE A dir-505 dns M2 EHEEAHR
i &

/etc/init.d/dnsmasq stop
/etc/init.d/dnsmasq disable
/etc/init.d/shadowsocks stop

/etc/init.d/shadowsocks disable

B BT A, TE B



e https://github. com/softwaredownload/openwrt—
fangiang/tree/master/openwrt/dir505

2%

e http://wiki. openwrt. org/doc/recipes/bridgedap


https://github.com/softwaredownload/openwrt-fanqiang/tree/master/openwrt/dir505
http://wiki.openwrt.org/doc/recipes/bridgedap

4R % OpenWrte HshBIREE 4 for
D-Link DIR-505 Al

S T A S Sk, HAB YR TP-LINK WR2543NEH S [Al 44—
B



T#ESD-Link DIR505TCLR % Hy 58
HJImage Builder

Image Builder X FYImage Generator, FJH T FATA] L {EHE & &
& H CIJoZe i a3 1 [ 4

%EFE OpenWrthitas:

*

##FN  http://downloads.openwrt.org/

* Development Snapshots HHiFFRAR, FATHIER

* Binary Releases, /o KATHIAREMA

N http://downloads.openwrt.org/snapshots/trunk/

*

EFE CPU KA,

* BEFE ar7lxx: http://downloads.openwrt.org/snapshots/trunk/ar71xx/

i%FE Flash KA,

* % generic:
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/

T# Image Builder for DID-505 (Version: 23-
Dec—-2015 16:38)



* AR dir-505 GiRERE], SEIRATHON T H 5
* N%{ Image Builder:

cd ~/Downloads

wget
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/Openirt-
ImageBuilder-ar71xx-generic.Linux-x86_64.tar.bz2

tar -xjf OpenWrt-ImageBuilder-ar71lxx-generic.Linux-x86_64.tar.bz2



M

7 %€ OpenWrt TG 2% % H 28 I PROFILE/

cd OpenWrt-ImageBuilder-ar71lxx-generic.Linux-x86_64
make info

3 E S, D-Link DIR 505 A1fJPROFILE{E &&DIR505A1 .

A
DIR5O5A1:
D-Link DIR-585 rev. Al
Packages: kmod-usb-core kmod-usb2 kmod-ledtrig-usbdev

DIRGOOAL:
D-Link DIR-600 rev. Al




T BRI N 28 & 3 OpenWr t [E 44
(&

StFD-Link DIR-505 Al JZRE% ek, vl DLIXFEFREL .

echo $(wget -qO0 -
http://downloads.openwrt.org/snapshots/trunk/ar71xx/generic/config |
sed -ne 's/~CONFIG_PACKAGE_\([a-z©-9-]*\)=y/\1/ip")

2015-12-24 ) FERE AL .

base—files busybox dnsmasq dropbear firewall fstools
jsonfilter libc libgcc mtd netifd opkg procd swconfig
ubox ubus ubusd uci usign kmod-ledtrig—usbdev kmod—1ib-—
crc—ccitt kmod—nls—base kmod—ip6tables kmod—ipt—conntrack
kmod—ipt—core kmod—ipt—-nat kmod—nf-conntrack kmod—nf-
conntrack6 kmod—nf-ipt kmod—nf-ipt6 kmod—nf-nat kmod—ipv6
kmod—ppp kmod—pppoe kmod—pppox kmod—slhc kmod—gpio—
button—hotplug kmod-usb—core kmod—usb—ohci kmod-usb2
kmod—ath kmod—ath9k kmod—ath9k—common kmod—cfg80211 kmod-
mac80211 libip4tc libip6tc libxtables libblobmsg—json
libexpat libiwinfo libjson—c libnl-tiny libubox libubus
libuci ip6tables iptables hostapd—common iw odhcp6bc
odhcpd ppp ppp—mod—pppoe wpad—mini iwinfo jshn libjson-—

script uboot—envtools



2014-09-01 A )15 21| 1) Al A 2

base—files busybox dnsmasq dropbear firewall fstools
jsonfilter libc libgcc mtd netifd opkg procd swconfig
ubox ubus ubusd uci kmod-crypto—aes kmod-crypto—arc4
kmod—crypto—core kmod—ledtrig—usbdev kmod—lib—crc—ccitt
kmod—nls—base kmod—ip6tables kmod—ipt—conntrack kmod—ipt—
core kmod—ipt—nat kmod—-ipt—nathelper kmod—ipv6 kmod—ppp
kmod—pppoe kmod-pppox kmod—slhc kmod—gpio—button—hotplug
kmod-usb—core kmod-usb—ohci kmod-usb2 kmod—-ath kmod—ath9k
kmod—ath9k—common kmod—cfg80211 kmod—mac80211 libip4tc
libip6tc libxtables libblobmsg—json libiwinfo libjson—c
libnl—tiny libubox libubus libuci ip6tables iptables
hostapd—common iw odhcp6c odhcpd ppp ppp—mod—pppoe wpad-—

mini iwinfo jshn libjson—script uboot—envtools

ERINAL Z AL S fEPACKAGES tr 4TS 80, FHH I Lo B4

luci-ssl ipset wget shadowsocks-libev iptables-mod-nat-extra bind-dig

R, EgMIFERTEH" shadowsocks—libev M HABEHRK . ipk X4
MEIH T

~/Downloads/OpenWrt-ImageBuilder-ar71xx-generic.Linux-
x86_64/packages/base/

MR IR M openWrt A & ATTITUDE ADJUSTMENT, HmJEEfN Fiptables—
mod—nat—extrafl, USRI ZIENTEiptablesiim i KA.



IRBHFE Y% i¥Eshadowsocks—1ibev
for OpenWrt ipkZ3EH,

FEABLE B 2 X HER &

M PAlinux &4t ~/Downloads FEAENH.

cd ~/Downloads

git clone https://github.com/softwaredownload/openwrt-fangiang

AT H 2 T /Downloads/openwrt—fangiang

A —AMECE SO, DU ES 45, 1 T /Downloads/openwrt—
dir505,

cd ~/Downloads

mkdir openwrt-dir5e5

cd openwrt-fangiang
cp -R openwrt/default/* ~/Downloads/openwrt-dir505/
cp -R openwrt/dir505/* ~/Downloads/openwrt-dir505/

AR, BRI B E ST openwrt/default/ £ openwrt-
dirb05H 7

ARG B idirb05ZF I & X2 openwrt,/dir505/ | openwrt-
dir505 Hk 5, i A [Fl 44 SO il 78



BB A AT LR

cd ~/Downloads/openwrt-dir505
chmod +x usr/bin

chmod +x usr/bin/*

chmod +x etc/uci-defaults

chmod +x etc/uci-defaults/defaults

Y. etc/uci-defaults H 3 T I XS AL B2 55 — IR H B $AT
— k. TEXHBIRAT I E — L HIE



ARG IDIRG 058 5% A B SO A4

e /Downloads/openwrt—dir505/etc/shadowsocks. json
o server USRI AR S 2% SR IP

e /Downloads/openwrt—dir505/usr/bin/router
o wan—username A wan—password{ K2R E

e /Downloads/openwrt—dir505/usr/bin/shadowsocks—firewall
o 1.0.9. 8WAZM AR IR S5 28 SE PR TP



Ejﬂﬁ%ﬂ*ﬂﬂ%E&DIR—SOS%ﬂﬂ%*&ﬁi

config—dir505. sh:



#!/bin/bash

# Author: https://github.com/softwaredownload/openwrt-fangiang
# Date: 2015-12-24

REPOSITORY=~/Downloads/openwrt-fangiang
CONFIG=~/Downloads/openwrt-dir505

createdir() {
rm -rf $CONFIG
mkdir $CONFIG

}
copy() {
cp -R $REPOSITORY/openwrt/default/* $CONFIG/
cp -R $REPOSITORY/openwrt/dir505/* $CONFIG/
}
setmod() {
chmod +x $CONFIG/usr/bin/shadowsocks-firewall
chmod +x $CONFIG/etc/uci-defaults
chmod +x $CONFIG/etc/uci-defaults/*
}
modify() {

# server ip address
sed -i 's/1.0.9.8/server_ip/' $CONFIG/etc/shadowsocks.json

# server_port
sed -i 's/1098/server_port/' $CONFIG/etc/shadowsocks.json

# local _port
sed -i 's/7654/7654/' $CONFIG/etc/shadowsocks.json

# password



sed -i 's/killgfw/killgfw/' $CONFIG/etc/shadowsocks.json

# method
sed -i 's/aes-256-cfb/aes-256-cfb/' $CONFIG/etc/shadowsocks.json

# server ip addresss
sed -i 's/1.0.9.8/server_ip/' $CONFIG/usr/bin/shadowsocks-

firewall

# local_port
sed -i 's/7654/7654/' $CONFIG/usr/bin/shadowsocks-firewall

# ppoe username
sed -i 's/wan-username/wan-username/' $CONFIG/usr/bin/router

# ppoe passwonrd
sed -i 's/wan-password/wan-password/' $CONFIG/usr/bin/router

# wifi password
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/usr/bin/ap
sed -i 's/icanfly9876/icanfly9876/g' $CONFIG/usr/bin/router

# root password
sed -i 's/\\nfangiang/\\nfangiang/' $CONFIG/etc/uci-
defaults/defaults

}

if [ "$1" = "createdir" ]; then
createdir

elif [ "$1" = "copy" ]; then
copy

elif [ "$1" = "setmod" ]; then

setmod



elif [ "$1" = "modify" ], then

modify
else

echo "usage: createdir copy setmod modify"
fi

Hik: 1E config—dir505. shiffE H is47T:

./config-dir505.sh createdir
./config-dir505.sh copy
./config-dir505.sh setmod
./config-dir505.sh modify



46 4m PEOpenWrt B 2 B 15 [ 14

cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-generic.Linux-x86_ 64

make image PROFILE=DIR505A1 PACKAGES="base-files busybox dnsmasq
dropbear firewall fstools jsonfilter libc libgcc mtd netifd opkg
procd swconfig ubox ubus ubusd uci usign kmod-ledtrig-usbdev kmod-
lib-crc-ccitt kmod-nls-base kmod-ip6tables kmod-ipt-conntrack kmod-
ipt-core kmod-ipt-nat kmod-nf-conntrack kmod-nf-conntracké kmod-nf-
ipt kmod-nf-ipt6 kmod-nf-nat kmod-ipv6 kmod-ppp kmod-pppoe kmod-pppox
kmod-slhc kmod-gpio-button-hotplug kmod-usb-core kmod-usb-ohci kmod-
usb2 kmod-ath kmod-ath9k kmod-ath9k-common kmod-cfg86211 kmod-
mac80211 libip4tc libip6tc libxtables libblobmsg-json libexpat
libiwinfo libjson-c libnl-tiny libubox libubus libuci ip6tables
iptables hostapd-common iw odhcp6c odhcpd ppp ppp-mod-pppoe wpad-mini
iwinfo jshn libjson-script uboot-envtools luci-ssl ipset wget
shadowsocks-1ibev iptables-mod-nat-extra bind-dig"
FILES=~/Downloads/openwrt-dir505

opkg install cmd: Cannot install package kmod—ipv6
¥ BRrkmod-1ipv6 FF- IR w1k, AD).

B G PRI HO [ 1F



cd ~/Downloads/OpenlWrt-ImageBuilder-ar71xx-generic.Linux-
x86_64/bin/ar71xx/
1s -1h *505*.bin

. 7.6M Dec 24 15:20 openwrt-ar71xx-generic-dir-505-al-squashfs-
factory.bin

. 5.4M Dec 24 15:20 openwrt-ar71xx-generic-dir-505-al-squashfs-

sysupgrade.bin

T B EH B R 2 openwrt—ar7lxx—generic—dir—-505-al-
squashfs-sysupgrade. bin, UIH7EE) [ 4 bR E FHopenwrt-

ar7lxx—generic—dir—-b05-al—-squashfs—factory. bin

SEA S Bty e B SCPE A RE s SRS B [ £ Rl ED-Link DIR-505
AR, BUAREFRERBE. Bz,

HERCE B E AN ER, GBI 1F— BT, DRI A [
fF, CURREREST s g e as, LR R 7 B0, JL0 B e a] s
—UIARIR R IR

e http://wiki. openwrt. org/doc/howto/obtain. firmware. generat

e


http://wiki.openwrt.org/doc/howto/obtain.firmware.generate

D-Link DIR-505 Al R:@
OpenWrt

HECH T RO 20K B O BRI [, 2 3 RS Rl gE e b 2% A RESK BN
T EHE . HTSRIRI, AR AT R E g

SCAEFIDIR-5055C LR RERIES , Al 22T 2 FoU20 3 )08 FHY R st [ F- Rl 2
Ja, g, AvigsubBULANBE, sl se Ol seliiE, AR
FER R FRHX LA A

B H A T AR BIZIE Router/AP  FREMIRIAL, WIHRIRBA 44 H6 H
#ElL AR, R M A TR 15,



DIR-505 5 [ 4 kil B0 3% Bl 14 5 57 ¥%

EE WS TD-Link DIR-505 AlJG ¥ Ml A7 {a] B 44 (K IR A<

RIS T 163 HE R R &4
B T H I A DA T 16 B E [

https://software—download. name/2014/d1ink—dir—-505-openwrt—
fanqiang/

HECE 7 M P DX T SR g E s, il [

RIDIR-505/ ) 1% [E /4 factory. bin
P NI IE R E T DIR-505 F %45 44 -

https://software—download. name/2014/d1ink—dir—-505-openwrt—
fangiang/

%k openwrt—ar7lxx—generic—dir—-505-al-squashfs—factory. bin

2 HEE 7 T R Ul [


https://software-download.name/2014/dlink-dir-505-openwrt-fanqiang/
https://software-download.name/2014/dlink-dir-505-openwrt-fanqiang/

4

OpenWrt [&l {4 A _E 7+ 2% 21 B 5% [E] 14

TR, NHPBES TIREELLE/RFIDIR-505_F K T OpenWrt @1, /R4
EA 2w DL E 8RS openwr t [E] 44

TEHREBEE M sysupgrade. bin

P N HHE N T DIR-505 8BS [E 4 openwrt—ar7lxx—generic—
dir-505—al-squashfs—sysupgrade. bin:

https://software—download. name/2014/d1ink-dir—-505-openwrt—

fangiang/

iy AT B A% [ 4 2 2% 2R
e o £ B T e B B, AR

cd ~/Downloads/OpenWrt-ImageBuilder-ar71xx-nand.Linux-
x86_64/bin/ar71xx/

scp openwrt-ar7lxx-generic-dir-505-al-squashfs-sysupgrade.bin
root@l92.168.1.1:/tmp/

ssh® % 0penWrt % H2s

ssh root@192.168.1.1
cd /tmp


https://software-download.name/2014/dlink-dir-505-openwrt-fanqiang/

sysupgradeF+ 2% [E 44 3 BUIH £ B[R SR B B S04

root@OpenWrt: /tmp# sysupgrade -n openwrt-ar7lxx-generic-dir-505-al-

squashfs-sysupgrade.bin

S -0 FORTHRIN AR B JEOR 1B BT
A b SRR [ O LS S ke



Ex 3% E DIR-505 OpenWrt &
1% [ 14

ADSL Modem[M 25 1%42 1| i th 8 A 2682 1. BE HH2s 1 4R B
Router/AP FAEMIRSAL, WRIREF LIS FAR, el bt
TR R AL LlrouterBE N, aRARE N 5t aph
X E HATAHN AR E




B i iEBEDIR-505 1% Hy 28

HLNZEFR B To 2k %% eastking—dir505

TCLR =N, .

2014-09-01/: wsjdw,8181
BriRER/E:  icanfly9876



THH

ssh &3 OpenWrt Fh%

(55

ssh root@192.168.1.1

BMINZENY  fangiang B okssh

A I PR IR

@EEEEEECEECAECRECEACEACCACEACERECEACRACRACCREEREERAERAERRER@
@  WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

@EEEEERAEERAEERAEERACERREECREEERAEEAAEERAEERPEERREERREERREE@

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle

attack)!

It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is

cf:c5:12:34:56:0b:4d:1c:56:48:6a:87:04:cf:b8:83.

Please contact your system administrator.

Add correct host key in /home/openwrt-fangiang/.ssh/known_hosts to

get rid of this message.

Offending RSA key in /home/openwrt-fanqiang/.ssh/known_hosts:3
remove with: ssh-keygen -f "/home/openwrt-

fangiang/.ssh/known_hosts" -R 192.168.1.1

RSA host key for 192.168.1.1 has changed and you have requested

strict checking.

Host key verification failed.

f R IR Bl s T s S B a2



ssh-keygen -f "/home/openwrt-fanqgiang/.ssh/known_hosts" -R
192.168.1.1

SRJE W] LR B3 T



FRERviBSiLE:

root@OopenWrt:
root@OopenWrt:
root@OopenWrt:
root@OopenWrt:

2

# vi /etc/shadowsocks.json

2

# vi /usr/bin/router
# vi /usr/bin/ap #UH 2 apti =
# vi /usr/bin/shadowsocks-firewall

2

2

gl

2R P A

e shadowsocks. json®, serverfRAIRHI ARS8 SL PR IP
e router/ap™ wan—username fll wan—passwordf L FRE
e shadowsocks—firewal 1™, 1.0.9. 8Pk AR IR SS #5 5L BRIP

R 7 HAMENE, 18 BATBSOE RSO AN USSR
WE, DS —RKERE, AERLE, ZilEMishadowsock i,



AT BT ar B B A B

root@OpenWrt:~# /etc/init.d/shadowsocks restart
root@openWrt:~# /etc/init.d/dnsmasq restart
root@openWrt:~# /etc/init.d/network restart

# #&1F dnsmasq ss-redir ss-tunnel;&{5TEIZAT. BUHS H H M0 4 At R A
A
ps

2015-12-24Rrouterti=X,, AZCQBCE XM, Zmie [E4F, gt i
2%, REAH B ST 3 & Al n] LA ES .

BRI, AT AR 15 ) DAAE R B AT B T



HARRISE A 7 REGE

ARAFEFENE L HHAm] OpenWrt, Z%& shadowsocks®ilb. HHS
WE ] —F H A BB A

B 18] BE. ) % B 83 R OpenWr t [&] 12H B8 B H0F2 -

https://github. com/softwaredownload/openwrt—fangiang

TE 28 %) 1352 0penWr t B9 135 4% FH 23 2 A8

https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details

FFlantern W4T SEPRDN G 2% E
BB BE BUFE

HATIEH T 2R, I B A Mk 5548 8 s 4T lantern i FH P B i
SR b A% 4 H sh RS .

\ 7

I St



latern¥i 4] 1 OpenWrt shadowsocks
BB 1 X 5

o WAAT T EERWIVE 2 H ShENBS
o HHIZE0penWrt shadowsocksTllli 7% R EBRAR R GEE B3
FIRG, nl e wl s &



https://github.com/softwaredownload/openwrt-fanqiang

NH 4 EEE lantern 54T BHRS
RS BB, R, W TR, Tl TR
. PHIERR B AT B RV

VAT R RS BRI ER A . AR Z2016-01-10, fEGithub F V&
6516 Star, 2228 Fork, JF&KIRIGEK.



T#, lanternii kT F#EE B4

Github?jﬁi:
https://github. com/getlantern/lantern

F 0N
https://getlantern. org/


https://github.com/getlantern/lantern
https://getlantern.org/

AT BB A 2 RN B

o 1514 #R ) shadowsock sl 1k
BokOpenWrt i gy, @irmsd:

/etc/init.d/shadowsocks stop

IR PR LI

https://github. com/softwaredownload/openwrt—fanqiang X &
HIEREE, IBABERE —F /ete/init. d/shadowsocks HH]
start, stopPRHUEEIEH. 2016-01-10RTX B4 K3 Hbug, &
AT stop)a LA IEH

e FTHF Chromedll 4


https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/softwaredownload/openwrt-fanqiang/blob/master/openwrt/default/etc/init.d/shadowsocks
https://www.google.com/chrome/browser/desktop/

o ZHEEIE T lanterniik], < HENFEChrome BT H-Hr I Ui, Hbhk
FLE IR T BIBE R b BE A 1, Bl nttp://127.0.0.1:16823/

o R FTIFUUHEIAA N AR s B AR Bc B lanternfll R AL & -



o AT HINA T AL BRI H lantern (Windows Jyf])
Enth?nju ntern
Lantern

IR —VNES, AT 8T, Al Loy BT 8 T 0 1 0 B
YouTube EIFREMM 1, ARH T7ME.




4

Al B M2 Lantern FHHG(CH:

HEITERANSAE 127.0.0.1 EFF)E— HTTP AQCH, v 5/ 8787
TE 28 3 AR S T i B HTTP AR

Hihk: 127.0.0.1
Ui 15 : 8787

(VF: “127.0.0. 17 FRox “ARYLHHE” D



E ;\ a,
TJ&, Jf/ALantern, Dropboxif n] LAIEH R T :
.
4+# Dropbox Preferences *
_— P,
| o
General Account Import Bandwidth Proxies
Proxy settings: () No proxy
() Auto-detect
(@ Manual
Proxy type: HTTP 7
Server: |127.0.0.1 | :|8787 |
|:| Proxy server requires a password
Username:
Password:
&) Help oK Cancel Apply




lanterni& k] #8458 )44 AC B SO R

BE N lanternii kT BHBE B0E 220255 H 5%

Windows Fi# N lanternZ3E H 3

FZWindowsd, FA
%appdata

SRIGEL R LABE N Lantern 435 H 5%,
Mac PFiHANlanternZ3tE H

/Users/name/Library/Application Support/Lantern

Bl B . Lantern/lantern—2. 0. 10. yaml
2.0. 102hA S, FEAFE AT AL o
log XX, AIUA T fEdiss E4H 742

Lantern/logs/lantern.log

geolookup.go:161 Successfully looked up IP '1.0.9.8' and country 'CN'



Lanternfic & 3 {4 7 I E 7% K ik 55 23 TP bk

Lantern/lantern—2. 0. 10. yaml 4R PSRN AL, & #e ki HAB R
&, XN A BE, AT DL R AR S5

fallback-1.0.9.8:
addr: 1.0.9.8:443
pipelined: false
cert: "----- BEGIN CERTIFICATE----- \n...\n----- END
CERTIFICATE----- \n"
authtoken: B... https://github.com/softwaredownload/openwrt-
fangiang ...C

Ubuntu F H %tk lanternf 1% &4

SR IFGOIE B T KNG, BRGoFEF IR ASLE  ~/golib/sre  HE
T



sudo apt-get update
sudo apt-get install -y git curl libappindicator3-dev build-essential
libgtk-3-dev

# Use the Go compiler to build the lantern binary
cd ~/golib/src
git clone https://github.com/getlantern/lantern.git

cd lantern
source setenv.bash

go build -o lantern github.com/getlantern/flashlight

# Use curl to test that the proxy is working fine:
curl -x 127.0.0.1:8787 https://www.google.com/humans.txt

# This line will run Lantern without opening the browser window:

./lantern -headless

Reference:

e https://github. com/getlantern/lantern

e https://getlantern. org

e https://github. com/getlantern/lantern/blob/393657edd29826
8b66ad0bf3184ad7b6f21da5c0/README. md


https://github.com/getlantern/lantern
https://getlantern.org/
https://github.com/getlantern/lantern/blob/393657edd298268b66ad0bf3184ad7b6f21da5c0/README.md
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B b3 %532 WebRTC Jilt5E A HLIPHE
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Chrome W88 Z2EHHAFFL AT L T:  WebRTC Leak

Prevent

ZEEDG, BEH#OpenWrt, Z3Eshadowsocks—1ibevEiEYS, Chrome
W as B B 2 R EE R 21 T 64%

FireFox Yo a8 < WebRTC

fﬂiﬂj“éiﬁ—ﬁ)\ about config
5@2%’? media.peerconnection.enabled ﬂﬂfﬁﬂtrueaﬁj‘ﬂfalse, Ej]jmuw]
JKE4 T !

Operai 2% Z 3 4fifF: WebRTC Leak Prevent

H4 BWebRTC What is WebRTC:

WebRTC, AFRYE H M T SEHf# 5 (Web Real-Time Communication) [
A5, R SCHE I T B s HEAT SN T 5 0k B AR 1 F AR,
FEAR20104F L6820 15 3£ Tl Global TP Solutions/y ] MMi3kARHI—
WA



WebRTCSZHL 1 F& I T B 25, FRifE R WHATWG P, H B2ilid
D v A SR AT 5 Javascript gt n] LA B SEIS I8 I (Real-Time

Communications (RTC)) fE

WebRTC (Web Real-Time Communication) HiH W&EZ&H M EE L

WebH & & AEeFE T %28 (Chrome\FireFox...) B R{EH K HF
B SE ZEEARN A, TR T EZRARATIE 1, WebF A& LT %
2 BRI A S A SRR, RS ) Javascript#2 7 B AT
SCHL, W3CEEA SUIEAEH5E Javascript FREAPT, H AiZWebRTC 1. O
A, DraftiRa; 535MWebRTCIE A B2 BE M8 EE 7. — > 25 11 X il it s 1) 4
HESERNEERT &, BRI RE SMEES) B REFMASHE. [
i, Googleth 7y B2 FEL /1T ikWebRTCHIF AR S AHTMLA KR #EZ —, AT I
GoogleffifaiZ iRz, [1] WebRTCHEflt /¥ AL LEIR, BFEE
AR KL Ymfittd . Wesfei . BongTige, I HIE B 6.

windows, linux, mac, android.
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https://github. com/softwaredownload/openwrt—fanqgiang
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https://www. gitbook. com/book/softwaredownload/openwrt—
fangiang/details


https://github.com/softwaredownload/openwrt-fanqiang
https://www.gitbook.com/book/softwaredownload/openwrt-fanqiang/details
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Shadowsocks Download
Shadowsocks libev
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Gohop — VPN in GO lang
Obfuscated OpenSSH Patch by zinglau
Obfuscated OpenSSH by aligo
Obfuscated OpenSSH by brl
V2Ray HEHAL AR AT
Socksh ¢ #¥EZH] socksh fCH
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http://shadowsocks.org/
https://github.com/shadowsocks/shadowsocks-libev
https://github.com/getlantern/lantern
https://github.com/bigeagle/gohop
https://github.com/zinglau/obfuscated-openssh-patches
https://github.com/aligo/obfuscated-openssh
https://github.com/brl/obfuscated-openssh
https://github.com/v2ray/v2ray-core
https://github.com/hmgle/socks5_c
https://github.com/examplecode/mproxy
https://github.com/shell909090/goproxy
https://github.com/XX-net/XX-Net
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e FreeRouter V2

e Autovpn for OpenWrt

e Proxy for GEFW

e fgrouter, Android as router
e openwrt GEW

e dnsforwarder

e Autddvpn beta


https://github.com/softwaredownload/openwrt-fanqiang
https://github.com/lifetyper/FreeRouter_V2
https://code.google.com/p/autovpn-for-openwrt/
https://github.com/jiyanmoyu/proxy_for_gfw
https://github.com/fqrouter/fqrouter
https://github.com/hackgfw/openwrt-gfw
https://github.com/holmium/dnsforwarder
https://code.google.com/p/autoddvpn-beta/
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e dnsmasq China List



https://github.com/felixonmars/dnsmasq-china-list
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e FreeRouter V2524=FMPDF | %,

o EHENHG255D OpenWrt | 2234 AL B Shadowsocks FF-SE L & BE T &=
¥ %

FIPDNSD + Google DNS 3R75 =i 14 B dns it

FF-0penWRT ) H 2 B H5 #% H 2%

Tunlr—style DNS unblocking

DNS unblocking using Dnsmasq and HAProxy


https://github.com/lifetyper/FreeRouter_V2/raw/master/FreeRouterV2_HandBook.pdf
http://www.shuyz.com/install-shadowsocks-on-hg255d-openwrt-and-config-nat.html
file:///C:/Users/zhengxingjian/AppData/Local/Temp/calibre_1d8hsyuh/b5aqaxtd_pdf_out/%E7%94%A8PDNSD%20+%20Google%20DNS%20%E8%8E%B7%E5%BE%97%E9%AB%98%E9%80%9F%E6%AD%A3%E7%A1%AE%E7%9A%84dns%E8%A7%A3%E6%9E%90
http://samsonly.us/?p=85
http://trick77.com/2014/03/01/tunlr-style-dns-unblocking-pandora-netflix-hulu-et-al/
http://trick77.com/2014/03/02/dns-unblocking-using-dnsmasq-haproxy/
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http://www.leiphone.com/author/hoowa
http://my.oschina.net/umu618/blog?catalog=269802
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git cloneli H

cd ~/Downloads

git clone https://github.com/softwaredownload/openwrt-fangiang
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Preview, Ubuntu' N1 K

RRANAEORIN, B 7 AR, HEBGEXANTRBH, £33
IR 25 7, INEERN SRR, 30— B R0 it bl e N FH A2

FERNRE I FEEE4E, SRJEGHE3C pull request.


https://github.com/visualfc/liteide
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e Fork ARIIH (
https://github. com/softwaredownload/openwrt-fangiang/fork
)

o BIEMRAI T (git checkout —b my—new-feature)

o WALt (git commit —am ~Add some feature’)

o Push®fRH7r 3 (git push origin my-new—feature)

e Flgithub. com G/# Pull Request


https://github.com/manastech/crystal/blob/master/Contributing.md
https://github.com/softwaredownload/openwrt-fanqiang/fork
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cd openwrt-fangiang
mkdir -p ebook/wndr3800/images
mkdir openwrt/wndr3800

fEebook H3x NI IS 23 M 5 AL H K, Lhwndr3800 MM, #FE
fEebook/wndr3800 H3& T, K 7Ewndr3800/imagesfE H3K T,

wndr3800% FH HIBE B -7 openwrt/wndr3800 N, Fi&E,
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BRI SRR/, IWindows R G4 K /NS AU .
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